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IXH ¥ Visual Studio .NET 2003 founie, —MctiidFFiX DL IR ROAS,
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Windows R [F4dfF 2. plwd B4, LinuxdditEg g AN, &L plx P g4 .
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SRC=filel. cpp file2. cpp

0OBJS=filel.o file2.0

CC=g++

LD=g++

CFLAGS=-D IDP  -D PLUGIN -c¢ -D LINUX \
~1/usr/local/idaadv/sdk/include $(SRC)
LDFLAGS=——shared $(0BJS) -L/usr/local/idaadv —lida \
—no-undefined W1, ——version-script=. /plugin. script
all:

$(CC) $ (CFLAGS)

$(LD) $(LDFLAGS) —o myplugin. plx

cp myplugin. plx /usr/local/idaadv/plugins

LGS, makeFE PR SE OXTUESS, PN AT 2IIDA plugins H
K

3.4 —{H AR

IDA “4#9%E (hooks in) ” ZEH4 A 2l I PLUGINIS R SEIR ), 1 H— ek
U, JEME T EGFHA SR (KMRER DA D - &F, FNZE
#includeTigmEie 4, KA G —LIL AL, #1140, ida. hpp, idp. hppfl
loader. hppo

TR, w] DUVE A T 46 22 SR A — AN TG SRR e R I 2 45 1)
FERIAEE— A SR, N ZREG P, 1 H 247 IDABLIZ AT & I I
(Edit->Plugins—>pluginname, B{34 ELHE F 2 XIHED , e BAEIDAKH &
T N “Hello World” SUAK,

#tinclude <ida. hpp>

#include <idp. hpp>

#tinclude <loader. hpp>

int IDAP init(void)

{
//AEIX A — oA, DA RIS A 2 A RS IS R AL

1

void IDAP term(void)

{
/A GG, — R AT DATE S I — s AT 45T BE A
return;

1

// FEfEAT LA plugins. cfg 30y, #iAkdE— MRS

// R NSRRI R S R, T B AN ]

// WIS, IXAEHAE .

void IDAP run(int arg)

{

// AR Ak

13
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msg ("Hello world!”);
return;
}
/) XEEAKEEL, (HERIEZWE T .
char IDAP comment[] = “This is my test plug-in”;
char IDAP help[] = "My plugin”;
// {EEdit—>Plugins Sy, J@fFILE AR,
// EREBN T Hplugins. cfg RS
char IDAP name[] = "My plugin”;
// BN ) B
char IDAP hotkey[] = "Alt-X";
// P PLUGINGS S 3 th 1) HE 2 Jag 7k
plugin t PLUGIN =
{
IDP_INTERFACE VERSION, // IDA version plug—in is written for

0, // Flags (see below)
IDAP init, // Initialisation function
IDAP term, // Clean—up function
IDAP run, // Main plug—in body
IDAP comment, // Comment - unused
IDAP help, // As above - unused
IDAP name, // Plug—in name shown in
// Edit->Plugins menu
IDAP hotkey // Hot key to run the plug-in

b

FEPLUGINg  # vy,  f808 H HA e ekt i B X Sobr i Jm Pk O EBCE —ANFr
B, BRAEE RN RAR T, B AREEdL t->Plugins S H B S AT 4
ol RE T B B AR &, WS loader. hppHH W 2 1A H1E H .

b TR A AR AR A ] AT kR 2,
http://www. binarypool. com/idapluginwriting/template. cpp.

3.5 BLE RIB1THM

e T P R R ) —— R I (e e AEWindows R T
440 . plw, Linux F2A4.plx) FIDAMIplugins H%, SRJGIDAY: ANk e .

TRUG I, K& IEMTC S 8 0 9w 2R 38 58 CEb UL inux R
LD LIBRARY PATH) , iR &E B4 FREINE T N N2 DLLA I £ g o #m LA
H-220Z 40K )G 811DA, X3RN AVFRERAT . R &, f
fEAAE RIS, TR 2 BN R,

WRAEAEIDAP init O BRI N T AR, IXLEACHDKE 7E TDA I G AL R 5E
—ANICPERE, ARABAT, 4N, RS LEIDAP run O RPN TS, EATH
TEH P VB4 Sy, Bl L EEdit->Plugins SRR, 15LLiB T,

F P LS plugins. cfg AP K —SEPLUGINIK i &, B anddif 42 Fidi
B, (HEIX TR BT A K . AR ITIRIZATI), plugins. cfg3CfF
] DA SR A 33 2 40 21 48 () 4 L T

14
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FHl CIC++%%5 IDA fiif:

®mME IDANGHEEE

IDA SDK 325 NS FEMIZE, Fdmas i fnial, Horpf—Se ez, X
— I H MU BN e, FOve et TR, RN E—ARIE
A, IDARRAEZ M5 B, 1 H, W DR, G FH SDK SR L ] g
PIE1

— R R AR K, HA R 2 (U AR A AR . X, K
2N P, MREUEE CRLZE-RED PAH. A SRR
MSDKHSRAF 1), ALk A S ER, A AR S . £
THOL T, #defineTigmiFiR A O & E LT 2L i, [RIFFELESDKH Sl . TR
& 7e], FOAXFERERE L 1R, B AR w n] DL E A AR A R

RGN AT WP, FRAZIRE] 3. 4 FA7 P X
PRSI TDAP run O pECH, BRAFATRF RN Do

4.1 EEREEILR

TUZF SDK FUXATME, NIHIEER R AAE A A, ik, Eaets R 2
MU, XSS SRR A AR L T,

NHPTA RN, HE A 5K (unsigned long intergers), 64 {if
RGN, L5 HEEKIEM (unsigned long long integers). 'BEAI#E LA
pro. h k3.

ea t ‘HRHHE (Effective Address)’ HIEE, F~ IDA
IR A FERAE W HE Cln A7, ST, limits F%)

sel t BIEET, W, K5, RABIEEEET

uval _t #HRRRLR51E

asize t B ARBRFELERERRST, fln—RpE.

XSS RS KA, F164 K ARG T AR5 K I, e RIFEER B X
fEpro. h3k 3/,

sval t HRBREFRSE

adiff t RN/ Hhk 18] ) AS [ Ak

e, A8 = e XAE; Hihz —J& BADADDR, ‘B3R~ —NLEREA
AAAERI L, EE B & 2 e g R, — ANl sk X Ik sl S5 /AR . [
FE, TEPRFE I E PR MAXSTR 22, "B IRIE 2 1024.



JH CIC++4i5 IDA i

4.2 LML R

idainfo 45#), sz FEfEAEAe IDA B (BRI IDB S0fF), v, F4es)
I TCE R 5 215, AN S0k IDA Ik i gw )5, UUG TEI 22 1S4t in
B, TCHARE RIS A, R &7 ida. hpp SO0, Horp—2b b iy 2

ISR

struct idainfo

{

char procName[8]; // IDAFTIBATHIZER Fr
// (Lbin metape” = x86)

ushort filetype; /) RO SRR, S
// filetype t %% - nJUUE f ELF,
// f_PE, %%,

ea_t startSP; // FEFP IR TN,

// [EISP Ziffdasitif
ea t startlP; // FEFPFFURIEAT 2 M,

// [E]JIP Zif¢asitif
ea_t beginEA; // RPN R 2Pk,

// — M startIP AH[E
ea_t minEA; // FEFP I /N kil
ea t maxFA; // R B RSt

/) A maxBA

I

info B DA A R s o S & Wo— AN E T 4 A4 R 506
inf. procNamefy £y, DAWIHHAEIT 2 A FIF RG-SV 6 oS

Eb 5 i, T SR A B g S TR A, AN AL FEx86°F- & R IKPEFIELF — A% 2 e
femy LS it AR 2R R e A ek 2 (RIS, 43 5 4 A ASEAR H (1)
IDAP initPR#0 .
// “metapc” FIn x86 FH
if (strncmp (inf. procName, “metapc”, 8) != 0

|| inf.filetype != f ELF && inf.filetype != f PE))
{

error (“Only PE and ELF binary type compiled for the x86 ”

“platform is supported, sorry.”);
return PLUGIN SKIP; // i&[A] PLUGIN SKIP &M 4d{Lf
/] AN

}
return PLUGIN_KEEP; // GRE AT IR A
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H] CIC++%i5 IDA Jdift:

FEBRGE “RE” RIERGN Ty, WBL (segment), PAEAFEAMIALEE, T
MINAZ T fif— NI 444 areas(H)F1 area control blocks ClifzfhH)

WL area_t 453K, 75 area.hpp Sk XA 8 o FETFIXAN K SCAF R PR
PR K

“I7 AR Z B area t SEBIAA . OB —ANMESE AR HUbEYEE (e
I aR g ik 2, (EAEREGE R M N, A s HE P ErE, i
BN 7. ttn, —4iBE sl EA.

A NI 5 area_t i IKE X, EAHE /MR ik (startEA) Al
il (endEA) Bt IARZ B R, Lt — ANt ARG A
ik, HE—AEOEEAA, DUR BN RS BOZ—ANE, TR,
WA, BT DAL 53 A I
struct area t

{

ea_t startEA;

ea_t endBA; // S ANVUFELE R L

bool contains(ea t ea) const { return startEA <= ea && endEA > ea; }
bool empty(void) const { return startEA >= endEA; }

asize t size(void) const { return endFA - startEA; }

— kU, PRECRIECER 25, XK, func tHlsegment tZE4%k/K T area t
ik IXBUEWA, area t&5H I EK G2 AR 5 R R BT BE N FH 2 func t Al
segment t (LLl, segment t. startEAFIfunc t.contains () #/E & FM) . func t
Flsegment tiH i Tarea tZ5), G T H SRR A2 =R E . )5

iR e

A — L AR AL Trarea tiI48 4, WF:

hidden_area_t ARPE BB B B B B I FeeRas, B L — MR A
(bytes. hpp) WE, FRRITERRBIMER.

regvar t BH P B XBRFER20R (FRBER)
(frame. hpp)

memory_info_t —HR PRI RE B AR RS

(idd. hpp)

segreg t BA7as (fEx86 & &, CS,SS, %%) R

(srarea. hpp)

17
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Iz P (Area Control Block) HHareach tZRFE7/x, ¢ X Farea. hppk X
e IR @A E R, M IATS A, (ST FIPA R IR /2

“areach _t” &ML, FEIDARIIR 2 My #R#% H 2

SRR T e, SR B B ANE A, XS R BT DU SRR
W MEfitfiget_area qty (), get_next area() %655, AR W H CLnl GEd
AT H A X B 4, PR S G o3 B 3 SO R I — AN e N, ST
AE B S AT func_tIF R b BRAL, Bl FH 47K Tarea tFJLARI2E,

HWAareach tM4RSEH], 4 Ksegs (segment. hppH g ) Al
funcs (funcs. hppH e X)), RBIE, 769701 I XA, EAIRRITA B
FIpg £, fmT AR R TH AR SR BN i ) £

#tinclude <segment. hpp>
#tinclude <funcs. hpp>

msg (“Segments: %d, Functions: %d\n”,
segs. get _area qty(),
funcs. get area qty());

Ar$E 3, segment tHlfunc tFEEREAR A T B e T area_tZ5H), X R
FHarea tIF) K 53 A% T bR BT REAE IX LR b A, HANETE GBS T HZ
Tarea t&5MIIIIHE

segment_tFFEsegment. hppH#f e o HH b —Le45 I A1 .

class segment_t : public area t

{

public:

uchar perm; /) BLUj i BUR (ORREANE) o ATLUE R
/) W%, BUEREINAS .

#define SEGPERM EXEC 1 // AIHAT

#tdefine SEGPERM WRITE 2 // W'H

#define SEGPERM READ 4 // W

uchar type; /) BUZRAL ., mlRLE R T —ME.
#define SEG NORM 0 /] ARENRE, WA
#tdefine SEG XTRN 1 /] BN ‘extern’ WIBL,

[/ AXHE RV HER A I N
#tdefine SEG CODE 2 // ARG

18
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#tdefine SEG DATA 3 // BB
#tdefine SEG NULL 7 /) ERERB
#tdefine SEG BSS 9 /] RATEA B

}

SEG_XTRN J&—AMRFERIT (RPAESEBRAFAEN ) BERAY, HIDAg S, (H2dt
IR, KIRSEFRAFAETR 4T o KT AN IDAZA IR PAT S, 0. text X
(K128 744 4 SEG_CODE, WMpermi%, i1 (X148 4 SEGPERM_EXEC | SEGPERM_READ.

FE— AR, BRI MEG JFEIDAI HARE D, JTENE A
Ak, AERT R T 1 4GS .

#tinclude <segment. hpp>
// WA HBEAEIDA 4. 8 IEHIZAT, K Mjget segm name () 7E4. 9 B4 MR
/) BRENVENS, RS
// get segm qty ) IR[FIME A, B S
for (int s = 0; s < get segm qty(); s++)
{
// getnseg () IR[H—NF R T4 BUY 5 I segment  t&544)
segment t *curSeg = getnseg(s);
// get segm name() R[FIE4ZFR
// msg () A5 KT EIEIIDAR) H & 1
msg ("%s @ %a\n”, get segm name(curSeg), curSeg—>startEA);

PRELH func_t kKR, & w XA funcs.hpp H, JF4R1HE func_t 2511
RGN, Al BEAT 0 B3 28 R B (chunk), B8 505 (parents), DL bF 552 (tail)
(IR

PREL, JRIEAERE BT I BB SO ), — eSS, T8 R R
—NEURR R R . AR, IR Z IR, UG R R B — LU R ARG, R
O o B T AR 225 A ARHE (1) R e, 3 2 DT A LA R 51D R 125 o TR L6 0 88 5 1)
FARS )RR B g U A “ BB (taill) ”, I8 — S8 pR Bt 5 | X Se R BURARES (il
IMP B RALIFR 251D, BRRYE “pR%iiii(parents)”. H LR GG, A
[PX sl pg $tle, REGR, REURAER— func_t 2R, AL TR func_t
(% 51 flags, DA 2 % func_t S5 31 Ji /2 oA 45 I8 A2 R 05

N AE func_t EIKFBRBIUIRRA, JEB 2% funcs.hpp A IKITERE
class func t : public area t
{

public:

ushort flags; // RRNBRECRIbRE
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/)RR T AR

#tdefine FUNC NORET 0x00000001L /) BRBFEARIA]
#define FUNC LIB 0x00000004L /] PERREL
#define FUNC HIDDEN 0x00000040L /) — BB pf Bk
#tdefine FUNC THUNK 0x00000080L // e (Gump) P& L
#define FUNC TAIL 0x00008000L /) —B kR

// HAtbR B AL EA#E (B T FUNC_HIDDEN)
union // func tZEARRNEARELR, BAKR—HREE
{
struct // —ANEREIEEA PR BT
{

asize t argsize; // IRBIZHT, HERH SRR R
ushort pntqty; /] FEAN KRB R, ESPF A4 Bl AR R I EL
// (5PUSH, ZEFR4HHK)
int tailqty; /] R A S S N R AR
area_t *tails; /] RERIEA, Cleatlf?
}
struct // BRERIE T

{
ea_t owner; // I 1ZHKEEMmainpf B HuhE

}

KA BRI R B —FF, HRIE s, AL A Z AL BB —FF . T X B S
FADFNH T B o £ A e AN I SO 2w SO ep i ik, 5 IDA 18 H & % H
WREER
#include <funcs. hpp>
// get func qty O IR[EINEHI SO, BRE DA .
for (int f = 0; f < get_func_qty(); f++)

{

// getn_func () IR[AIH BAEUT 518 E M func_t&5#

func t *curFunc = getn func (f);

char funcName[MAXSTR];

// get func_name () FKELEHE A, FEA7-fiEFE]funcName

get func name (curFunc—>startEA,

funcName,
sizeof (funcName) 1) ;

msg ("%s:\t%a\n”, funcName, curFunc—>startEA);

W, g S84 hBhicss (PUSH, SHR, CALL 28), ULM#AE# (EAX,
[EBP+0xAh], OxOFh %%) 2. —LeEfEHnI LI ZMIER, A —LLfs 0%
HEAVER. X 2eH87E IDA SDK FhisE #1581,

20
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AL insn_t BANTF, BRR—EELIFES, B “MOV EAX, 0x0A” iXFf
P4 5%F5 4. insn_t YRR, 6 4> op_t & (B— XTI H1
—MNEAEHO, A AN RAERL TR —ANMRERE I optype_t {H (Hhd, A
A, SLRNEL, A,

MAE, BAVFIRTanH, BWRILF A, e e XAE va. hpp.

4.2.4.1 BEHRAY

optype_t R 5T HIRAMEECEAL.. N ingAS T —Lu i 1 B B .
B 5 ) — LSRR HY 1 ua. hpp 1 optype t (138 Yo

o _void ANEBRAER pusha
0_reg HHFAS dec eax
0_mem HENFTIH mov eax, ds:1001h

o_phrase | [B)BNFF5| (U F AR+ M ] | push dword ptr [eax]
o_displ | [E¥EmB NS H it FEB+HRBTE | push [esp+8]

HHm E]
o imm AL add ebx, 10h
0 _near S BT HihE call initterm
4.2.4.2 BAEH

op_t KR AR, AN IEAEEUNAI S R . N op_t SR BY
DI

class op t
{
public:
char n; [/ BAEEUYS R E, (B, 1, 2)
optype t type; // #AFEEER (EFH L1 HHR)
ushort reg; [/ TR (NRREEEE R 2o _reg)
uval t value; // #HAFEOVEAAEME (W REAFECE A Zo imm)
ea_t addr; /7 FR A E A A A I B R (Can AR E R 0 _mem)

Rk, 284007 2K 3, Lespt8TIXFEMIERVERCK IR [F] o_displ IXFERIZEAY CHP
type A EN o_displ), reg M MIME A 4 (I ESP i Aras T %) LUK,
addr B RMESN 8, KNI IEAEVT M HEARFRET R 171 (1) 8 2715, RIUbIE &2 — A7
2R . #&0] DL T I — B AR SR IDA SR eAR T IR B, IR F8 A1
AN ERVEEUT op_t fH:

#tinclude <kernwin. hpp>
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#include <ua. hpp>
/] BG40 ChR e B 4R 2,
/) FAFILAEAER] ‘emd” EREERIF.
ua_ana0(get screen ea());
/] BRI AR A DA B
msg (“n = %d type = %d reg = %d value = %a addr = %a\n”
cmd. Operands[0]. n,
cmd. Operands[0]. type
cmd. Operands[0]. reg
cmd. Operands[0]. value,
cmd. Operands[0]. addr) ;

A A0 (PUSH, MOV, Z8) H insn t 28 (B F—T9) [ itype K
RRIR. BRI, itype ;e—MEEL, BLHWIM S, JEAREER e XM &5k
W, HEERIESISCARER . (HH A va_mnem O PR LASZEL iAThAE, DL
JEHE CGER™ - KD PAEH.

— 4K instruc_t(allins. hpp) IMZECRAE T T BIBE AT CRTGEN NN D,
R e A - R R () 4, 8 mT LU e, AN SCAR R R 1R 4 .
Eedn, SR HER ScE, REAIRA T BIC AT A5 8 PUSH,  # a] LIX A fif:

#tinclude <ua. hpp>
#tinclude <allins. hpp>
// AEANH AR ‘emd” £t
ua_ana0 (inf. startIP) ;
// MR AR 22 17 WPUSHIR 4
if (cmd. itype == NN push)
msg ("First instruction is a PUSH”);
else
msg (“First instruction isn’t a PUSH”):

return;

insn t T BRSO 140 Operands [ op t ZEME 4, £nts
AT A BAER. MR, WHTRSEA BRI (% PUSHA, CDQ, “5454),
XPMELL T, Operands [0]ZZ A optype t KA o_void f CEEAEED.

class insn_ t

{

public:
ea t cs; // A% BENE (in paragraphs)
ea_t ip; /] Beh
ea t ea; // FRA RS R

ushort itype; // BUCHFID
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ushort size; [/ FRA KRN G
ftdefine UA MAXOP 6

op_t Operands[UA MAXOP];
ttdefine Opl Operands[0] // #—EEH
ttdefine Op2 Operands[1] // &/ EA/EH
ttdefine Op3 Operands[2] // ..
ttdefine Op4 Operands[3]
ttdefine Op5 Operands([4]
ttdefine Op6 Operands[5]
I

HA insn_t iR R E, 44 emd, A ua_ana0 () Fil ua_code () pRAERL
WA, MEBETHE, HHET, AR, BRI OS2,
HihE ADoK/, FFE IDA (1) H S 1 o H ke

// ua_ana0 () BRELEFR € sk, 7t emd 4 1)
ua_ana0 (inf. beginEA) ; // or inf.startIP
msg (“instruction number: %d, at %a is %d bytes in size.\n”,

cmd. itype, cmd.ea, cmd.size);

IDA [ — MR E DI RERUE S X G I I 2% Thfie, & B ik 8 RniE Sl g
SR, B S N Al L R . 28605 UE, 7 IDA L, AT LAAE S gw
W EsLE T AR, REIET X7 B, RS A D, BoRT
A5 e B FAb hE CEetn, R ek B i) o T B A ) AR
UL R AT 5T 2%

SDK $fft 17— AN A% 1, SKU; X2 X5 Z 5 M5 B, X LefE B L,
B-tree B4 MIA7Ait, FERTLUERL xrefblk t g5HRUGM . AL, A E T3
W), RSRBOXLEAE R, (HAT R A2 R R, SEAE R RS T

PAZACAE B EHN L, BRI REE A 5154, IDA SiB{EME
PRI S RS, (HIXTTIREATLU xrefblk t ZiMI)—L8AK
i, DURRAE CGRLLE - WA Hrdds

TN 5 HB DRI 08 xrefblk t 458, Eile XAF xref. hpp F1. I
EM TR EAER] first from(QE% first to O A BRECKIEE (X EBEES
NS R ‘reference to’ , BGIH T ‘reference from” ) , R)5
13 o) e, mtH next from () BE next to () i 53 B EUCKIA 78

A HA R XA S5 R R R AR RO ERER H xref. hpp SKOCHF. B
PREL (first from, first to, next from fl next to) W& T, HESLE (8
TR0 HiTie.

struct xrefblk t
{
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ea t from; // 5| A HE (referencing address)

ea t to; // S EHAE (referenced address)

uchar iscode; // 1RRMIESFHG5IH, 0FRnEdaZ2% 511
uchar type; // cref t B dref t Kby —(HF

// 4.2.5.2FHy, Ml 4.2.5.3FM)
s
Ul iscode IR ERK /NI —FE, xrefblk t fEFREUCHE 25| el & $ds =%

SIHIE R, DA TREMZ % 5 A, HEL type BURAAR RIS
FRM XA R 2 25 5| SRR HE TR P Y B ik

AR B R D AR T AR, MRS N S % 5 IR -

#tinclude <kernwin. hpp>
#tinclude <xref.hpp>

xrefblk t xb;

// SRS G T AE Rk

ea t addr = get screen ea();

AR B S Yl S &

for (bool res = xb. first to(addr, XREF FAR):; res; res = xb.next to()) {
msg ("From: %a, To: %a\n”, xb.from, xb.to);
msg ("Type: %d, IsCode: %d\n”, xb.type, xb.iscode);

FIHJE cref t MASSEAY, BY I T —LORHCI N 2. X T2 %5,
iR xrefblk t f¥) iscode A A 1 1R, A type AR EA 2 /2L A
HR RS . NI AR E xref. hpp Sk 30

enum cref t

{

f1 CF = 16, // 1AM (Call Far)

// ZxreftEg| FH ML 7 G —A e 4K
f1 _CN, // M (Call Near)
// xreffEG| BT G — A R
f1_JF, // ZBk¥E (Call Far)
f1_JN, // Ek# (Call Near)
f1 F, /) EREBR . FREIR T — RIS IHAT IR .

s
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N AR S 5 A AR L 3B ISP, T12DIBFE 4 712D9BF6 5
L RE R — AN 51 IR

. text:712D9BF6 jz short loc 712D9BFE / /TR ST

.text:712D9BFE loc 712D9BFE:
.text:712D9BFE lea ecx, [ebptvar 14]

% xrefblk tH)iscode il AL E N0, WHIEE—DMEIESELGIH. Nl
MIRAE R E G 2 2 5 |, — S8 n] BEM type R AR B A « MRS AT R
A xref. hpp3k X

enum dref t

{

dr_0, [/ B Mt (Offset)
/) xSRBS Wi A S BE
// s
/) S HIE RFR 4 1) “OFFSET” AR pi i &
// XN, BRI R EEFIDP (IDA Processor) o
dr_W, // Hij (Write acess)
dr_R, // Vi) (Read acess)
I
WA, UEE WA AR, L BE R EEERESI A, Rk 712D9BDI 7
51 H 712C119C:

.idata:712C119C extrn wsprintfA:dword

. text:712D9BD9 call ds:wsprintfA

XFE LR, xrefblk_tiftypel iR & H ¥ dr RAE, A Ay e ] B b sz B
T ds:wsprintfAX—ATHhE. HAh—FEHESHE 5 T, fE712EABE24L )
PUSHYE 451 H T 47 T-712C255C1K ) — B F4F o

.text:712C255C aVersion:
.text:712C255C unicode 0, <Version>, 0

. text:712EABE2 push offset aVersion

XAFOL, xrefblk_tifitype i ARG Sotdr 0, PIG'E LMW Ui 1% 50 -



H] CIC++%i5 IDA Jdift:

4.3 FTIHRE

X B SO R RE— 718, IDASRN T — M DY 745 (327D {H,
FORAFAE LA LSRR o IXEEANPY A R, AR (DUAD M, Rk
b1 B <P g 1 SR 72 o 1 T R S ) SN R B G N 1 SRS S i 5
Ja— MNP A RRHEIENE,

7, N ARG S, AR B R S BT (0x55) -

. text:010060FA push ebp

SO R b S Y g A IDARR &S a2, 0x00010755; 0001007 2 i ik
4%, M55 ST iZ bk 1 bR A o &0, HuhbZEds TP IR Sebr s X,
AT BE M — AN HIEE R A G A FRR RS, %8 H getFlags O RHRHE— N
AR S GELT)

I, AEFTA KRS A RS RIS Ch el v, ©
H=AFA (0x83 0xEC 0x14) o Kk, %3847 = Hdl;
0x010011DE, 0x010011DFF10x010011E0:

.text:010011DE sub esp, 14h
.text:010011E1 ...

N HEDZ AR IR 7O B RR A -
010011DE: 41010783
010011DF: 001003EC
010011E0: 00100314

RINIX =N AR — 44652, MOZFa 2 13— N7 AR AE “ 4543k (head) 7,
SRIGT T A A “38 8 (tail)”. BT, MR ENSE A5 %)
N384 (0x83, 0xEC, 0x14),

Jr bR g XAE bytes. hpp SK3CHF, SREREAT LIRS, getFlags(ea t ea)
)R [R] P e s 5 338 224 10 s A AT 00 R Bkt TR, R o 12 b s 31 T 2 MR A bt
Ho RIS L bR E LS R R B CGRTLE-RED i
W, PR ARATLAZE bytes. hpp Sk U 2 [

FF_CODE | 0x00000600L | %57 A Lhdng 2 isCode ()
FF DATA | 0x00000400L | %7 J& i dfing 2 isData ()
FF_TAIL | 0x00000200L | % 15 & — 45 2 M LA 5 | isTail ()
(FEFRA L) 15?2
FF UNK | 0x00000000L | IDA B&4)#iZ 75 2 isUnknown ()
FF COMM | 0x00000800L | 1% 5 #yds e 1 n 2 has cmt ()
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FF REF 0x00001000L TR A )b 7 5 | e 2 hasRef ()

FF NAME | 0x00004000L 2T A AR ? has name ()
FF FLOW | 0x00010000L &S AT X ? isFlow()

[l 2 FF 45 (1) “push ebp” H1 7, S B AT H b B A ki A& Sk T 3RS
getFlags (0x010060FA) (1R [AM{E, FRATTAF 2T 145 R

0x00010755 & 0x00000600 (FF CODE) = 0x00000600. Hilt, IRATENEIXE—5F645 .
0x00010755 & 0x00000800 (FF COMM) = 0x00000000. FRAII40IE X BA #ERE .

et By R AR R H R, TR RS A o XA S RS E
nb, & nTReS A B F pR 21 (helper function), SRASIN—ANbr s B i /2 b
Ao NI AARRERE R P R EhR P AEAT,  $55E 1Sk ik (head address) bris.

#include <bytes. hpp>
#include <kernwin. hpp>
msg ("%08x\n”, getFlags(get screen ea())):

4. 4 PHiRES

IDA SDK [FJ— MBS BRI, wTLLS IDA F R A8 A8 B, 1M HLER R4S
O 22 T A C IR B2, A4, IDA S —A At sk,
I IDA Har ik asddifh, Wn] AZEREIY IDA plugins H & # 4L 3:

win32 user.plw Windows AHLiAiK 28
win32 stub. plw Windows T2 VAR 25
linux user.plw Linux AL RS
linux stub. plw Linux 22

XU B IDA H3n#, 1M H27FE Debugger—>Run S B 7R . 14 )L,
“URAEY” i, KRR, BIEEMHIERAE (DA K AaEHF— N RiE 5%
1) o

SERTFEE], A IDA 5 — MR AR B & T LR, (HaX AU, widh 4a i ]
U 5 INAE ROk SRR A B . R IR IS R AR 1 58 PP,

eAh, T S A B DR, B CGR - hiihie, 1
RANVHEHET, A — LR (M A s a5t RS R 2 20

% XAE idd. hpp Sk CAEHF debugger t 458, SH T —4 dbg $8%F, #Fox
MATEE R R R, IR H, RSSO, ZIRE R R T . (B
wi, 7E IDA JEBE, TAMNAGE B P8 %D o
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struct debugger t

{

char #*name; // KBl ‘win32’ 8¢ ‘linux’ AJHIRZREE 4 HR
#define DEBUGGER 1D X86 TA32 WIN32 USER 0 // win32f " A iEfs
#define DEBUGGER 1D X86 TA32 LINUX USER 1 // linuxfH/ i

register info t *registers; // Ziiresdiid

int registers size; // FHEEME

}

VE NG, W] RES 75 257 ) name $54ET R AR &, SRR 1S i) #4454~
PHRABAT H . registers F845 1 registers size AR EIREL—L8n] H & /2%
[PImHs, WARA AL GEF N Do

2 R A A, R TS5 e Vi ) MR E 2 a8 {H. DA SDK H,
ZifiasLh register_info_t &5HRIMIA, (RAF A7 25 MAE H regval _t g5R)R R,
TR RS E H idd. hpp SKSCHEH register info_ t &5k Yo

struct register info t
{
const char *name; // T aes (EBX, 49
ulong flags; // FAF#:45 M
// FTRAZ NHAERIA S
#tdefine REGISTER READONLY 0x0001  // FHJ'/NBEAS % 25 478 10 i

#tdefine REGISTER IP 0x0002 // FRATREN
#tdefine REGISTER SP 0x0004 // FRTFEE!
#tdefine REGISTER FP 0x0008 // FRMFEEN

#tdefine REGISTER ADDRESS 0x0010 // FAFE AT DA A

XA GER e —324], w] LA *dbg (SDK St f)—™ debugger_t 524511 (1%L
AR D1 *register K], DU AIIE G SR I, R RS b, XL A7 8
AR R o

BRI A 1ME, Bl RS TR o 1 Il A TR ik 2 1Y) R 2
WA CRTLE-RED PIrglitie, 4, R EAEN S, HE 2R BUZX L,
AL regval t LG dval, B, WORBSIEAEACERVE fi8, A %n] LUE
H fval Bl .

NI E XAE idd. hpp SKICAFH ) regval t 4t
struct regval t

{
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ulonglong ival; // FEHUE
ushort fvall6]; // FHmHUE
/] TRITIESE ieee. h IKIAF
I
ival/fval K B NT—D2A7 4 AFARI AR VY, DA, 2R EBX A f7 %
4 OxDEADBEEF, ival /&5 (-~ HH] get_reg val O I E)A) , [FAIFER 2
0xDEADBEEF ,

NI BRI ) T R A e, BRSSO H B
KSR RS, MEITIXBAS, A% 45 OxFFFFFFFF:

#tinclude <dbg. hpp>
// EINIE P 5 A
for (int i = 0; i < dbg—>registers size; i++) {
regval t val;
/] IR EF A AR B
get reg val ((dbg—>registers+i)—>name, &val);
msg ("%s: %08a\n”, (dbg—>registers+i)->name, val.ival);

PRI — A A% O IR 40 5t 2 WT 17 L IDA A dbg. hpp e LI bpt_t &%
(IR, SRR AN PR RO AR A T Ao AR TR 2% 2 B CPU iR 25 A7 4
(x86 [ DRO-DR3) , {ELZ& FAF 4 W& 76 75 EE Wi I ik Ak, 6 N INT 3 54
SKIEFH 1) KA XL H TDA KA AN BRAE T, (H 4038 Sorb A [ S S B
7E x86 V-5, B E 4 MEIER .

struct bpt_t

{

/) R

ea t ea; // Wi AR as H kit
asize t size; // W s RGT
[/ CETREAT T, MR e )
bpttype t type; // WS A
// % H idd. hpp H* bpttype t HHEE X:
// BPT EXEC = 0, /] WPAT RS
// BPT WRITE = 1, // Al'E
// BPT RDWR = 3, // AIERE
// BPT SOFT = 4; /] AW
// WESUEYE (] update bpt O BREEND :
int pass count; [/ BAT IR 21 S W 9 A 1) s (1]
/) Cn SR SC R -1)
int flags;
#define BPT BRK  0x01 [/ PR AEIX AW R 2
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#tdefine BPT TRACE 0x02 // BB IXA W A,
// RRASNIN T EREAE B ?
char condition[MAXSTR]: // —ANIDC Fik R,

/] e R R R — AR W &1,
/) B IR SO, AT
// 1#IDC f5 4.

i

R, % bpt t [ type bist 0, 183 3, WIR/REEAERT S, B2 4%
INRAT BT
HUFZ MR LA, #4E, SUxg, (HHEET, FREH—MRRHERE
-, ‘e g B W i, IF HLAE IDA 1) Log % 27 B i — A R A sl il 4 1
Rlo IXEEpRHCREAE LLS RN RS -
#include <dbg. hpp>
// get_bpt_aty () FREUKT 5% H
for (int i = 0; i < get_bpt_qty(); i++) {
bpt_t brkpnt;
// getn bpt FET-Zh e IWT g H,
// FERIW NS BIE T bpt t 4544
getn bpt (i, &brkpnt);
// BPT_SOFT 2/ # A 7 o
if (brkpnt. type == BPT SOFT)
msg (“Software breakpoint found at %a\n”, brkpnt.ea);
else

msg ("Hardware breakpoint found at %a\n”, brkpnt.ea);

IDA 1, A = FpRAI PR EE AT (T IF s RIS, e BREA W (LW
FRAE Wi/ 05 /] $AT) BRI, dnS i tEnt, & 5 — BRI ERE 2 H T,
FUDERER . FUDIRESEIREA—MREER, ATFEEZER 2 L [ A
EENLE], FAHFEMES (B3F 4.5 =5 WS, XFE, 43540
DABS BB HAT « X JEFET CPU [REREZRE J7, TR F T o5

EREERT, — “EREEEft (trace evnet)” miesr=4:, FHRALR]—EEMIX,
M, B ARVFRERESRA, v 751k AT AFEERESFE. (B2, FODERE:
A=A BB A, XA AT SRR, (H T DU A (B 4. 5 =95 B4,
MRV T A AR A REEFERM, FAE dbg hpp H, XM 1
tev_type t FZHEE Lo

BRI 50U FH AR [A] tev_call Al tev_ret RECELBAHEED
2R A
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B4 tev_insn R4 EEWPAT (FE DA
Wiz, XELTHRDR
Bz 1)

W tev_bpt B RIWT RS . s
MRAET /W B /v AT
BRIEE

FITAT BRER S DR AE B DA G X, BT DUE AN B, (HAR 2 XA
i DR, B TSR (R B R S r] e W it BE D IR ER AT 4RI
tev_info_t 45#, EHE XAE dbg. hpp KICIFH

struct tev_info t

{
tev_type t type; // EREFSHMIA (LiAFRMPZ—, BF tev_none)
thread id t tid; // $OdskMS gz,
ea t ea; // KRR,
s
7E 4.4, 3 TR T bpt_t GMIMFNIER, — MW EREEAE W S EAZ,
AL R ERAE flags b —AN BPT TRACE fl#rdi. 54—, condition
%@g&ﬁmuﬁ~AHmmv,Eﬁﬁw&&ﬁ,%Tumﬁﬂmmv
PREE B RERRE AT I e, AR e e RSN 2% 01 i e gt U I, 1 HL
A] DL R 0] 2 S SO gm B X i i i CBRAEAEIR H s, R8s H 4 O &
W HTE B T ISR GE P IX Do 8] DU I an AR, Mezg i ERER SR (s AE
PAT PRI 2«

#include <dbg. hpp>

// 3 P A ER R A

for (int i = 0; i < get tev qty(); i++) |
regval t esp;
tev info t tev;

// IREURERFATE S
get tev info(i, &tev):
switch (tev. type) {
case tev ret:
msg ("Function return at %a\n”, tev.ea);
break;
case tev call:
msg ("Function called at %a\n”, tev.ea);
break;
case tev _insn:
msg (“Instruction executed at %a\n”, tev.ea);
break;
case tev bpt:
msg ("Breakpoint with tracing hit at %a\n”, tev.ea);
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break;
default:
msg (“Unknown trace type..\n”);
}
}
HHEr, EfFFrhene, SidtEgmA DAL, 228 iR e H

—+
DN

P X SR CAE G - D) TP ie.

IDA ¢ ATAE A h PR R 26 R, TRAr T — 22 e InfE B . SRR RE
ID 737l H process_id t Fl thread id t RAARIN, XPASEBIHAE A FT 5 144
B, AR idd hpp e X 75— N RT R, H
process info t &R, UIF:

struct process info t
{

process id t pid; // HEFE 1D

char name[MAXSTR];  // #HFEXFR (HATCHF4)
I

AT 2 I SCEE IDA R AT Ik, A (i, &

ANBEAEFRS RIC B T D FHEMFF#78 T process_info_t 45411
7

#include <dbg. hpp>
// BB A SO R R R
// get process qty() A LAWIUGAL IDA [F) “HEFEHREE (process sanpshot)”
if (get process qty() > 0) {

process info t pif;

get process info(0, &pif);

msg (“ID: %d, Name: %s\n”, pif.pid, pif.name);
} else {

msg ("No process running!\n”);
}

X e gh i ) R AR e CGR L -R ) Hidie,

4.5 EHHTEEN

R, PR R EATI, BV T ORGGE AT, B A R A,
LA Bdit—>Plugins SH. HIE, #fF T LIREIatT, wi@man DA s
P AR A SRR AL B AN H

£E IDA R CARIE R, fErTRese s midfll, TR, 555, Py
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SVEHS 2 “FAE Cevents)”, FTLL, IDA P45 e X Leagh 1E R A, P74
“HAFE SN Cevent notifications)”. W 4G LF#E C B R IMOX L I8 50 CRY
JAfRRE), ] DUgm e s —Le8hPE. FT/NE0TT, XFERIARF n] DLORAF— 48
% ARG RE A SR, DRAT IDA PAT SR IRE

75 IDA HrE e Fbm N, #2420 hook to notification point () BEEL,
H WA E1 i R 2L (call-back) o ZE= AR A, PTLMEH callui O %L, X
POE CGEREE-RED PiEdiTig.

H hook to notification point () BREGEMN T — NI EUE , 0] LUEH
PR 2 —, IR BRI R RN AFE I S A, X SRR T
loader. hpp H %€ X4 hook type t MiZs:

HT 1DP RE PR SR AE H idp notify (AN£itig)
HT UI IDA H P | ui notification t
HT DBG IEZEIZ4TH IDA 18iX%8 | dbg notification t

R, B A 38 A RS S AEE 50, JE AR IE e B4 dbg callback
CFIANEE ) R e, S nT OB R ACRS i 2] IDAP init O) BR &L :

hook to notification point (HT DBG, dbg callback, NULL);

AR E N NULL, BRAREWC R — AN gy, 75 2L 18 £ 210
WAL (] LR AT BRI A 250 .
P25 hook_to_notification_point () PRI EEEL, WIFFE T HIIE:

int idaapi mycallback (void *user data, int notif code, va list va)

{

return O;

TEALBR R AFIE AN, mycallback SEFr by IDA 757, user data K45
T AL 3o 25 [P 8 bR B B ds 25 8 (AE ] hook to notification point () B %
o notif code ¥ BRI FAbRE FEFRMESSIH), va WJEH IDA
PR, SHEAA S EEE, TR M InEIE

SR pR LSOV A A R R AL B A, A e NI A 0, B
20 R O B RN A AR BE RS, Y 2R (R Ar] HeAth A

H— SESEENE, WRELESGEE A hook_to_notification point ()
— BT BERWCEA T, BC&i217 3] IDAP_term ) BREL T, AL i%Af
A unhook from notification point () pR%. XKAFEH IDA Bl KA An]
TRORH BT 1) S o[BI 3) F T A AR, BRI R e gn, VA% R i
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‘#$¥:

unhook from notification point (HT DBG, dbg callback, NULL) :

ui_notification t &% XFF kernwin. hpp FP I —/ NS, JE004E THrE I,
A LAEH IDA s A AR (0 2 S o BT IR O L A,

% hook to notification point () [J5H—
TIPS T —280] DL 4G e sl AR i S . X )
ESFARE A — N PR L LA

FH— i,

4uﬁuﬁﬁmu1

R4

JRUE XL el DL S callui O k=24, (HidfH — L8 TR
(helper fuction) WA FFERITHEE, XEWERBILTMA callui O, miifH
FrRE T LA BIAHF H 1.

| FepEm (@ [BFEH
ui_jumpto Bahtbr 2 S sk Jjumpto
ui_screenea R EFRALE B 4B HE | get screen ea
Ht
ui_refresh RS RIC4R S H refresh idaview anyway

ui mbox AHPBER—NEBHME | vwarning, vinfo 5%
ui msg FEIDAWHERH OB ~— | deb, vmsg

s A
ui askyn BAHE Yes F No ZEITNK] | askbuttons cv

1H B AHE

ui askfile

R A4

askfile cv

ui_askstr "o PBAN—A AT | vaskstr
)7 B
ui asktext BERHFPEMA—EYTA | vasktext

ui form

BA—ARE GRRE)

AskUsingForm cv

ui open url

£ web W AR HIT I —A
8 %E i) URL

open url

ui load plugin I FE load plugin
ui_run plugin BATH run_plugin
ui_get hwnd $RHY IDA & OB HWND (B | B

I R)HR)
ui_get curline FEEBKRICHER | get _curline

ui get cursor

R E K Y VAN
YA FR

get cursor

QN A G e O e D=

ui saving fl ui saved

AR, IDA IEFE(RAFEE BELRAF S50

B 1) P R SRR P

ui term

IDA B &R E IR E

b, 1 AR A

/N ui_screenea AN, I ui mbox A4 SN4E
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IDA X 1A 2o 6
void IDAP run(int arg)
{

ea t addr;

va list va;

char buf[MAXSTR];

[/ FRBCARTEhR P AL, FHARAAF R addr A2
callui (ui screenea, &addr);

gsnprintf (buf, sizeof (buf)-1, “Currently at: %a\n”, addr);
// AEH BAE R B AE B

callui (ui mbox, mbox inf, buf, va);

return;

}
RGO, BN A B T e R X ELEH] cullui O AR B0R
INRENIE

WS FAFE A 4 =R, SR, s )RR ORI ARE A e
ZANIASTE] A, AR T ORI AT ARG 4E . LIRIUL I X e s, B T
dbg notification t A 2%, & XAE dbg. hpp kM. a0 B 5 AL i3 45
hook to notification point () —7> HT DBG %k, W4, {E IDA i3 EFE KR
fige, IS THT I 6 Al S A 2 S A A A o

FHNIXEEFH AR 1 dbg notification t, #FRI/NIEZMFH ., K2 FAFE SN
8 R AR 2R

dbg process start pim ey = b

dbg process exit HREZIE

dbg library load InE T FESCHF
dbg_library unload HET B

dbg exception PR

dbg breakpoint e e SR WT s B

TR A debug event t Z5# (idd. hpp) $REUEE 22 56 TR 4 038 %01 1)
B, E RS va BB R (NCCRIRZE R . T2
debug evnet t Z5KIHI450.

struct debug event t

{
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event_id t eid; /) FAR CEH TR ‘info” BXE)
process id t pid; [/ R AR R

thread id_t tid; /] B R AR

ea t ea; // AR A AL

bool handled; [/ FAFR T R A AR B2

/] (ARG AER)
[/ ATAWERU] T eidd
[/ GG AR E A IR R .
union
{
module info t modinfo; // PROCESS START, PROCESS ATTACH,
// LIBRARY LOAD

int exit code; // PROCESS EXIT, THREAD EXIT
char info[MAXSTR]; // LIBRARY_UNLOAD (I I 2 SCAE 44 FK)
// INFORMATION (H5H1{EJE, ¥hk B mvei B H)
e breakpoint t bpt; // BREAKPOINT (FEH /5 )
e _exception_ t exc; // EXCEPTION

b
s

e, G SR [ ek S i Bldbg. 1ibrary loadZH{ 4N, M mhAE) 75
debug_event_tffmodinfoff i, LA e N4 144 SC:

// FRATTRA B R £ B AL FEHT  DBG S A1 38 11
static int idaapi dbg callback(void *udata, int event id, va list va)

{
// vafl & T —4debug event t¥g%t
debug event t *evt = va arg(va, debug event t *);
// #H%EAFEdbg library load, FAIIksniEmodinfoli#iH 78,
// M, AT I A S A A4 R
if (event id == dbg library load)

msg ("Loaded library, %s\n”, evt—>modinfo.name);

return 0;

// AT ini t k£
int IDAP init(void)
{
// E A R BATT [T b 4
hook to notification point (HT DBG, dbg callback, NULL);
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4.5.3.2 &ERIHEAE

RN X LS4 [ dbg notification t, EATHR & m )= B S50 40, HHIDA
W% A

dbg bpt F P e SCH W 8 0
dbg trace — &R PAT (FEAFRIRED

dbg suspend process | RO IE
dbg request error BRI R, FEAE—NMER (3FS. 14E7)

RSB A AR RS, IR HGvaS 8, ALl e it
.o HE AR debug event t, WK ZE R FAFE KHHE

dbg bpt FAFBMILZFEMLLFE LA 1D (thread id t), RGBT
(R, —REHIR] va S5 RG] TR B A EOE I I, R L8
R E IDA M HER .

int idaapi dbg callback(void *udata, int event id, va list va)
{
// Only for the dbg bpt event notification
if (event id == dbg bpt)
// RIEFEID
thread id t tid = va arg(va, thread id t);
[/ SR W s 1) bk
ea t addr = va arg(va, ea t);
msg ("Breakpoint hit at: %a, in Thread: %d\n”, addr, tid);
return 0;
}
int IDAP init(void)
{
hook to notification point (HT DBG, dbg callback, NULL);

4.5.3.3 BREUR AR N
a1, BT RPN R D AR A BIH AT IR, BT E ST
HiE B’Jl_‘l*ﬁﬁ%ﬁuiﬁﬂﬁﬁ‘tm&ﬁ@ﬁ - WA EAT, ST SE e
1, RIGIREL el ke, B EZRIR R, S e T Kk B,
R SR Y élﬁ:%mﬁk, — RN IR SR S8 I A AT A T
T~ TS 2 B AR [P R
;
dbg attach process TR RS M D2 3#F2 (IDA 4. 8)
dbg detach process RSB FF T2 (IDA 4.9)
dbg process attach TR H N T —/ A2 (IDA 4.9)
dbg process detach TR EIF T — 32 (IDA 4.9)

37
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dbg step info TR PN — R

dbg step over RIS T T — R

dbg_run_to Wiy CEBIT 2 P RO E
dbg_step_until ret Wiy LR EIZHHERAE

TG AE IDAP_run ) il TDA B2 —AN b2 . — B gk, 1DA 7=
H—ANFHAME %, dbg attach process, JFH1 dbg callback [2]if p&E T AL B,

int idaapi dbg callback(void *udata, int event id, va list va)

{
// SREE P I A ¥ ID
process id t pid = va arg(va, process id t):
// A RIDA 4.9, ¥ dbg attach process
// }dbg process attach
if (event id == dbg attach process)
msg (“Successfully attached to PID %d\n”, pid);
return 0;

}

void IDAP run(int arg)

{

int res;

[/ BBl —AN R, HESERELE
attach process (NO PROCESS, res);
return;

}
int IDAP init(void) {
hook to notification point (HT DBG, dbg callback, NULL);

4.6 TR

ST LU SDK eyl TOA i 54 8 11 44 BRSO (AT IR
SCHE) M RFHE string_info_t SR, MEHIE AE strist. hpp S0P
o RSN A X

struct string info t

{

ea t ea; [/ A R R
int length; [/ ERFERKE
int type: /) TR (0=CiE+, 1=Pascal, 2=Pascal 2 77

// 3=Unicode, etc.)
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THERD LI SIS TR 8 o BRI AT R, R ZAEH] get_bytes ()
2 get_many_bytes O R ZRERISCAFH IR EARI PRI TAT R, W]
LU 4 A -

// PR
for (int i = 0; i < get strlist qty(); i++) {
char string[MAXSTR];
string info t si;
// BRBF R IH
get strlist item(i, &si);
if (si.length < sizeof(string)) {
[/ NSO A5 B 5 e
get many bytes(si.ea, string, si.length);
if (si.type == 0) // C FfFH
msg (“String %d: %s\n”, i, string);
if (si.type == 3) // Unicode
msg (“String %d: %S\n”, i, string);

}

LR AR AR T (R B, PR
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— ﬁ O A\ ' 4
FRhE ¥

X—3, KLLFHIIIDA SDKeREIANFEITER, Sk IRIATHIA . AT
(K TF46, SR 5 B A SR PR, I A A P X 8 oy K1) 3 2l 1, i HL
RSN CSEEAAE) , HIREEEZ R AA. B, XHIFAR—ATERN
2 CESEEEE S SDK FSL SO, (HRRIERE, TR E 2811815 F I pR 2

ISR NI PrAREL AT AZEIDAP run(), IDAP_init () B
IDAP_term () pRECHAEH, BRAFARFRNE 0L N IR — M7, #B AT DORG IS
B3, AT AE BRI IDAP_run O A, T HIVAZREIE R 1817 . AR EEL
BT L1 S A B

5.1 BHEHER

DA T 12 55 FHCKRME P B B R PR . HE P A0 Y IR SR B A
A FECHRME PR BL. AEIDA 4. 9, VFCHRMEPE B SO A AT AL, 4R A
IDARIEH R B HE

C PR IDA B AR E EXAE

fopen, fread, fwrite, gfopen, qfread, qgfwrite, fpro. h

fseek, fclose gfseek, gfclose

fpute, fgetc, fputs, fgets | qfputc, qfgetc, qgfputs, fpro. h
gfgets

viprintf, vfscanf, vprintf | qfprintf, qgfscanf, qvprintf | fpro.h

strcpy, strncpy, strcat, gstrncpy, gstrncat pro.h

strncat

sprintf, snprintf, gsnprintf pro. h

wsprintf

open, close, read, write, gopen, qclose, qread, qwrite, | pro.h

seek gseek

mkdir, isdir, filesize gmkdir, qisdir, qgfilesize pro.h

exit, atexit gexit, qatexit pro.h

malloc, calloc, realloc, galloc, qcalloc, grealloc, pro. h

strdup, free gstrdup, qfree

SR FUHEFA ST X e R A, (R W RIS — AN E A B SR,
FLIR Ay — 86 Je DR 35 FH B Chr v R pf 8, #m] DL -DUSE DANGEROUS FUNCTIONS i,
~DUSE_STANDARD FILE FUNCTIONSTH 3 SR HEAT 4%

5.2 JHEHE

BT RESAE ST, LW LI e s EIFAZ U A i H
(K, SR EATR AR A, i AR R AR T B . SR E X
FIER)—HE, XL B WAL, 1 H A print £ S8k X — 2. eA1E XAE

kernwin. hppo
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E X inline int
msg(const char *format,...)
X FEIDAR H & 8 H o —BOCAS (A SOl 1, B i
Jd, BE AN BN, B 0 T .
varssil| msg(“Starting analysis at: %a\n”, inf.startlP);
EX inline int
info(const char *format,...)
7 X LA “info” JEINEIbR, £ o th X EhHE T, Eos—BOCK.
VANl info(*My plug-in v1.202 loaded.”);
EX inline int
warning(const char *format,...)
X PA” warning” JEAXEAR, £ #eiEiES, BoR3UK,
VA vl warning(“Please beware this could crash IDAI\n”);
E X inline int
error(const char *format,...)
P L “error” KRB, FE— NIRRT, BRI, 2
I adi0K)E, RMIIDA (ARIEHD .
vassil| error(“There was a critical error, exiting IDA.\n");

5.3 Ul

s

A

X B T TSR S IDA GUIRHTAS .. Horp—28H]callui O f=A4E S
THFNZEIDA. T XL pf HE X fFkernwin. hpp.

EX inline ea_ t
get _screen_ea(void)
X R B b e st .
VANl #include <kernwein.hpp>
msg(*“Cursor position is %a\n”,get_screen_ea());
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inline bool
jumpto(ea_t ea, int opnum=-1)

B ks Heats g L. opnumZE /R Yehr E AL 5 3|
(IR AR FRA T, opnum A —1 NIER 7R AN SO AR R J5R IR B
R trueR NI, false b2,

vl

#include <kernwin.hpp>

// BRI S8 W AL, (HA AR
/7 JERRULHT IR AR bR
Jumpto(inf.startlP+8);

5E 3L

inline bool
get _cursor(int *x, Int *y)

X

PRPOCHR AL bR £, y

2l

#include <kernwin.hpp>

int x, y;

/] ARAF IR ARFR %, v,

/) BoRgE RENHEE

get _cursor(&x, &y);

msg(“X: %d, Y: %d\n”, X, y);

inline char *
get_curline(void)

RAIFRELR, C AR MYEhLE 4T A o %R IR RIS —
AT TE 7708 Huhl, fCRSFERE, 2 E iRy, &
A LM tag remove OJEMRE . (Z[y5.20. 177)

7~

#include <kernwin.hpp>

/) AEH S B FTE R — AT B SOA.
msg(““%s\n”’, get_curline());

inline bool
read_selection(ea_t *eal, ea_t *ea2)

JEHI 58 B DI T AR A 2 R ik, 73 Sl B 78 Bllkea l 1

*ealo
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Nl

#include <kernwin.hpp>

ea_t saddr, eaddr;
/7 RMGEER G R, BRI,
/7 NizlnlFalse.
int selected = read_selection(&saddr, &eaddr);
if (selected) {
msg(“‘Selected range: %a -> %a\n”’, saddr, eaddr);
} else {
msg(““No selection.\n”

idaman callui_t ida_export_data
(idaapi*callui)(ui_notification_t what,...)

P R ek 8. Rvr B4, 5. 25 B B I A, A&
Hgr—%ui notification tMZ¥H. callui () I — PS4,
W AL —ui notification tZ37Y

(ui_jumpto, ui_banner, 55%%), J5 [HI IR — L8N FAFN S

Nl

#include <windows._hpp> // 72HWNDHE X
#include <kernwin.hpp>

/7 X Tui_get_hwnd,cal lui_ti*vptrigitfgn s

/7 AT Bz E R, o hvptr & —Pvoidfiir
HWND hwnd = (HWND)callui(ui_get _hwnd).vptr;

// Fhwnd UNULL, o3RI TAEAE IDATEHI G2 .

el
\t

inline int
askaddr(ea_t *addr,const char *format,...)

s
<<

WOR—/NXUEHE, MR ANk . FFUG BlxaddrfE
PR, RJE Y4 ATEH0K)E, HFtaddr oy B P $E 4 s hk .
*format A \E 7R E X TEAE H (I print 47 H A% =

7~

#include <kernwin.hpp>

7/ BCEBRE N SN 5

ea_t addr = inf.startlP;

/7 E Ak

askaddr(&addr, “Please supply an address to jump
to.™);

/7 BHPDehEEIH AR il (5.3 2% 1)
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‘jumpto(addr);

inline int
AskUsingForm_c(const char *form,...)

AR — AN G, AR B SRR, (HEAE
kernwin. hpp AT S PEAN AOMRRE . %4k D e VFRE vt B 2
JUFE, EAEEL, ORI, R RS A SOR

#include <kernwin.hpp>

/7 FE—A\n ZRTRISCA BRI, ORIy BN AT B /7 (H
<>FoR) UG RIS “ M7 B.

/7 SN T B O

// <label:Ffield type:maximum chars:field length:help
// identifier>

/7 BRI RS AT Elresul t1flresul t2.

/7 ERPUMANTBIE R, ZFkernwin . hpplf

// AskUsingForm_ci3uiFs.

char form[] = “My Title\n<Please enter some text “
“here:A:20:30: :>\n<And
here:A:20:30::>\n"";
char resultl[MAXSTR]
char result2[MAXSTR] :
AskUsingForm_c(form, resultl, result2);
msg(“User entered text: %s and %s\n”, resultl,

result2);

5.4 N\O&

TR R BT LA AT R SCEION S (BAT TR IR 2 4D o AT DUAE
entry. hppHH 2| 'EA7.

EX idaman size_ t
ida_export get_entry gty(void)

=P R[] 2 [ S G SN I R H ol 2R BT, BRAEAZEDLL,
MR MPIEZ

VN #include <entry.hpp>

msg(““Number of entry points: %d\n”’, get_entry_qty());

44




JH CIC++4i5 IDA i

E X idaman uval_t
ida_export get_entry ordinal(size_t idx)

X RN L R EL idIER 5138 B EXA P
Kl hget entry () flget entry name () EA# H .

varssil| #include <entry.hpp>

/7 BRI N H R

for (int e = 0; e < get_entry_qty(); e++)
msg(“Ord # for %d is %d\n”, e,

get_entry_ordinal(e));

idaman ea t
ida_export get_entry(uval_t ord);

el
"<

R [FlordZHU6 N S bk, fdifget entry ordinal ()
RN S P4, 5. 4. 28

s
<

il #include <entry.hpp>

// AR N R

for (int e = 0; e < get_entry_qty(); e++)
msg(“Entry point found at:

%a\n”’,get_entry(get _entry ordinal(e)));

EX idaman char *
ida_export get_entry_name(uval_t ord)

s

X AR [BHE N B A Z SRS (i, start)

NG #include <entry.hpp>

// TEIE PN R
for (int e = 0; e < get_entry_qty(Q); e++) {
int ord = get_entry_ordinal(e);
/7 WIRNE R R FR
msg(“Entry point %a: %s\n”,
get_entry(ord),
get_entry_name(ord));

5.5 i

I THX LS pR T DA B ORISR R, g3 nilAE4. 2. 2804, 2. 3F I RA L .
CLRT AR 1) R A AN R 2, X L8 pR R areach t I B2, BT DAL REAE
XA LB A X e p %L, areach tIFPR/NSEHE funcs flsegs, R8T
RS SO, P B eR ORI B
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JUEEMNAZAT ] “BiAbPE” (segment—specific) BRECRAFEE, 87 “MREL
AbFE” (function—specific) BECKALBEpRAL, A ISy ARG 2 (AL P R
HOMEBF B

T IANXLEH 5 X Ararea. hpp.

& X area_t *

get_area(ea_t ea)
X R A$8 17 JE T ealfarea tZ5HMITREL
T~ #inlcude <kernwin.hpp>

#include <funcs.hpp>
#include <area.hpp>

ea_t addr;

/7 A A ik
askaddr(&addr, “Find the function owner of address:”);

/7 FRECE AT Z L 1 R AL

/7 ENAZA segs.get_area(addr)

7/ KRB iZ IR B

areat *area = funcs.get _area(addr);

msg(“Area holding %a starts at %a, ends at %a\n”,
addr,
area->startEA,
area->endEA) ;

E X uint

get _area_qty(void)
X BRI At il SR s H
VANl #include <funcs.hpp>

#include <setment.hpp>
#include <area.hpp>

msg(“%d Functions, and %d Segments”,
funcs.get_area_qty(),
segs.get_area_qty());

EX area_t *

getn_area(unsigned int n)
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LR R[] P B dE €W, $RInarea t&5MITRET
vt #include <funcs.hpp>
#include <setments.hpp>
#include <area.hpp>
// funcsEoRPITA KA, PIERUCE — A
/7 RS, IOV N P
area_t *firstFunc = funcs.getn_area(0);
msg(“First func starts: %a, ends: %a\n”,
FirstFunc->startEA,
firstFunc->endEA);
// segsFoRFTAMIBL, IUERIE —A>
/7 BUE, WATHIONE R P4
area_t *firstSeg = segs.getn_area(0);
msg(“First seg starts: %a, ends: %a\n”,
firstSeg->startEA,
firstSeg->endEA) ;
EX int
get next_area(ea_t ea)
7 X IR A ik ea R T — MR P4
Vil #include <funcs.hpp>
#include <area.hpp>
/7 U A eR A A
int i = 0;
for (area_t *func = funcs.getn_area(0);
i < funcs.get _area qty(Q);
i++)
{
msg (“Area start: %a, end: %a\n”,
func->startEA,
func->endEA) ;
int funcNo = funcs.get next_area(func->startkEA);
funcs = funcs.getn_area(funcNo);
}
EX int
get_prev_area(ea_t ea)
X IR A5 ik ea R4 1) b — AN R 4L

47




HI CIC++%5 IDA ¥dift:

NG #include <setment.hpp>
#include <area.hpp>

/7 TEIE T B
int 1 = segs.get_area_qty(Q);
for (area_t *seg = segs.getn_area(0); 1 > 0; i1--) {
msg (““Area start: %a, end: %a\n”,
seg->startEA,
seg->endEA) ;
int segNo = segs.get_next _area(seg->startEA);
seg = segs.getn_area(segNo);

5.6 Ex

TH B T 0B (. text, .idata, %) , %€ X FfEsegment. hppo K
I ER R T B segsAF e ffareach th% b1 BRI HL

EX inline int
get_segm qgty(void)
X R[] 21T R g A, B S e AT UL
segs. get_area qty()
Vil #include <segment.hpp>
msg(“%d segments in disassemble file(s).\n”
get_segm_qty());

E X inline segment_t *

getnseg(int n)
a7 X [0 Hn 2 835 %€ ) segment_t Sty TiREl .
VN #include <segment.hpp>

/7 BRICE A By bl

segment_t *firstSeg = getnseg(0);

msg(**‘Addres of the first segment is %a\n”,
firstSeg->startEA);

E X idaman segment_t *ida_export
get_segm by name(const char *name)
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P IR [E]— MR R segment tAEMIIHRER, XA Y T*name 4L
Frfa B I RAFAEIX A B, WHRIFINULL . IR 2 A Befy
IR A4 HR, BRI — A
vt #include <segment._hpp>
/7 FRECHNT . textEfisegment_t4i#)
segment_t *textSeg = get segm by name(“.text”);
msg(“Text segment is at %a\n”,textSeg->startEA);
EX inline segment_t *
getseg(ea_t ea)
X IR [FIFE )0 N T B ) segment t &R HIFRER, 1ZBOH S Hilikea.
XA F fEsegs. get_area () I — A EHEL
NGl #include <kernwin.hpp>
#include <segment._hpp>
/7 RN R AL E ik
// 2052 1% ifjget_screen_ea(Q i
ea_t addr = get _screen_ea();
/7 BRI Z AR B
area_t *area = segs.get_area(addr);
msg(“Segment holding %a starts at %a, ends at %a\n”,
addr,
area->startEA,
area->endEA);
EX idaman char *ida_export
get_segm_name(const segment_t *s)
7 X R X Beks AR (“_text, 7, “ idata” , ¢
Vil #include <segment.hpp>

7/ PR DT RIX B, JF B EATHR AR
for (int 1 = 0; 1 < get_segm gqty(Q); i++t) {
segment_t *seg = getnseg(i);
msg(*“‘Segment %d at %a is named %s\n”,
i,
seg->startEA,
get_segm_name(seqg));
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E X idaman ssize_t ida_export
get_segm_name(const segment_t *s, char *buf, size_t
bufsize)
X X BexsI 4 FR (¢ text” , “ idata” , etc)#EH7g*buf, XK
KL E Abufsize. MRPIXBAFRICE, s HNULLIZ A1,
vt #include <segment.hpp>
/7 DERIE DI X B JF B g AT A R
for (int 1 = 0; 1 < get_segm gty(); i++) {
char segName[MAXSTR];
segment_t *seg = getnseg(i);
get _segm_name(seg, segName, sizeof(segName)-1);
msg(““‘Segment %d at %a is named %s\n”,
i,
seg->startEA,
segName) ;
}
5.7 R%

T AL BRIDA SO S SO R B k. FIIX BE—FE, BRBU 2. T
T L R ] LA T areach tIR R 71, EATTER € LAE funcs. hpp.

EX idaman size_ t ida_export
get_func_gty(void)
7 X A5 [P 24 i eI Gt SO T ) R R 2
VANl #include <funcs.hpp>
msg(“%d functions in disassembled file(s).\n",
get_func_qty());
EX idaman func_t *ida_export
get_func(ea_t ea)
X IR [AlFE ) fune tE R AGFEER, func tZ5H R R A& Hitikealty bl
. R ead FIRAEIZREN, IR[FINULL. IR [H] RN
(ZF4. 2. 3. 28R TR B R IE B
v vl #include <kernwin.hpp>

#include <funcs.hpp>
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/7 SRIUT b B AL ik
ea_t addr = get_screen_ea();
func_t *func = get_func(addr);
if (func = NULL) {
msg(““Current function starts at %a\n”,
func->startEA);
} else {

msg(“Not inside a function!\n);

}
EX idaman func_t *ida_export
getn_func(size_t n)
P RMAl—/NRE, EfR I P func t&5 R RIREL, SRR
e WA KRBT 5, FIREINULL. FFE, el
JUIR A pR AN R
Vil #include <funcs.hpp>
/7 VEERI I FTA R
for (int i = 0; 1 < get_func_qty(Q); i++) {
func_t *curFunc = getn_func(i);
msg(“Function at: %a\n”, curFunc->startEA);
}
EX idaman char *char_export
get _func name(ea_t ea, char *buf, size t bufsize)
=P SR Mtk ealf R BRI A4 FK,  FFALARRORAE 2 *buf, KAEEFR
JEANbufsize. MR[lxbuffait, PREEA LFRHLIR[FINULL,
Vil #include <kernwin.hpp>

#include <funcs.hpp>

/7 RN R BT AE A7 B
ea_t addr = get_screen_ea();
func_t *func = get_func(addr);
it (func = NULL) {
/7 RATFER A DT X
char funcName[MAXSTR];
if (get_func_name(func->startEA, funcName, MAXSTR)
I= NULL) {
msg(*“*Current function %a, named %s\n”,
func->startEA,
funcName) ;
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}
}
EX idaman func_t *
ida_export get _next_func(ea_t ea)
X R —ANEEF, B8 BLfune t45 KRR I, IR ik eall] i
BN e AECH N e, WARIAINULL.
NGl #include <kernwin.hpp>
#include <funcs.hpp>
ea_t addr = get _screen_ea();
/7 FREUAE AL kb i) e B e — A R A
func_t *nextFunc = get_next_func(addr);
if (nextFunc "= NULL)
msg(“Next function starts at %a\n”,
nextFunc->startEA);
EX idaman func_t *
ida_export get _prev_func(ea_t ea)
X A= 5, Efa I Blfune t45HRIRIE, A Hhlikeall] if
Bim B At WA B, WERBINULL,
Vvl #include <kernwin.hpp>
#include <funcs.hpp>
ea_t addr = get_screen_ea();
/7 SREUAEAL S bk 1Y) R B fS — AN R A
func_t *prevFunc = get_prev_func(addr);
it (prevFunc '= NULL)
msg(“‘Previous function starts at %a\n”,
prevFunc->startEA);
E X inline char *
get_func_comment(func_t *fn, bool repeatable)
P R[] FH P I3 e En o IR B AR R . W FRrepeatablesly
true, KFOFREE VTR . W Z R B VERS, IR [AINULL,
VA vl #include <funcs.hpp>

/7 PRI 1T A, R AR,
// AR EEVEERE
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for (int 1 = 0; i1 < get_func_qgty(Q); i++) {
func_t *curFunc = get_func(i);
msg(“%a: %s\n”’,
curFunc->startEA,
get_func_comment(curFunc, false));

5.8 8%

T TR S bR BRI I G SR IR A . BT X AEua. hpp, {HER T &
X AF1lines. hpp' fjgenerate disasm line().

idaman bool ida_export

generate_disasm line(ea_t ea, char *buf, size t
bufsize,

int flags=0)

M eall [IC 4 CHEIE 78 Fxbuf, K EHLE Hbufsize. JXib
FOCgmACd gk (o), Fr LT 24E ftag remove () K153
A LLE R FTEN SCAR (B3 5. 20, 13E7) o

#include <kernwin_hpp>
#include <lines.hpp>

ea_t ea = get_screen_ea();

/7 FGARAT BTGt SCAS R 2 1 X
char buf[MAXSTR];

17 ORAT SO SCA
generate_disasm _line(ea, buf, sizeof(buf)-1);

/7 SoRA SR ST ARS . (FE 1DAR H &R
/7 T H AR KD
msg(““Current line: %s\n”, buf);

idaman int
ida_export ua_anaO(ea_t ea)

Sl gwitihitea. IRIFIFES KPS, IFHATIZIEL S
W B4 Rend4ity . wiHitkeatb BH R4, &M0, X2EH
PR, B ASRENE I DA [

#include <kernwin.hpp>
#include <ua.hpp>
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ea_t ea = get_screen_ea();

if (ua_anaO(ea) > 0)
msg(“Instruction size: %d bytes\n”, cmd.size);
else
msg(“Not at an instruction.\n");

idaman int
ida export ua code(ea t ea)

Sl Gitttibea, IRIFIFEA I FATEACSE, JEATELIE BT
G JRiemd &, T HLRS 55 R 45 R SR IDAR B 14 . T Reatth
HEAE AT TR, IR IF10.,

#include <kernwin. hpp>
#include <ua. hpp>

ea_t saddr, eaddr;
ea_t addr;

// BREUH P BRI
int selected = read selection(&saddr, %eaddr);
if (selected) {
// RO HT e RR ) ik X 5
for (addr = saddr; addr <= eaddr; addr++) {
ua_code (addr) ;

}
} else {
msg( “No selection.\n” );

}

idaman bool ida export
ua outop(ea t ea, char *buf, size t bufsize, int n)

Meakbg 2 MHRAFEUT Sl EIRISCA, KIHFE+buf, KEERE
Abufsize, M HAURFEBAPOE S, WS H IDAKE .
REAF A7 A, WIR[FIfalse,

IR A B kbuf H ) SCA R E L), BT DU A
tag_remove () KIRAF A IEH I EISCA (ZF5. 20. 1F71)

7~

#include <ua. hpp>

// RN O gtk
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ea t addr = inf. startlP;
// ENE SR A B IEH A #emd .

ua_ana0 (addr) ;

// JEIE PR EEERC CHARER]— Ao voidRI)

[/ I RIREAEECOUAR

for (int i = 0; cmd. Operands[i]. type != o void; i++) {
char op[MAXSTR];
ua_outop(addr, op, sizeof(op)-1, 1i);
msg ( “Operand %d: %s\n” , i, op);

EX idaman const char *ida export
ua mnem(ea t ea, char *buf, size t bufsize)

X HleakbiE4 M BHIC AR S Blxbuf, KJERE Abufsize, 1H T
WA HE XU, WUEORT IDAKE . IR [Alxbuf$REl, B eakt
A 14 IR [HINULL .

7~ #include <segment. hpp>

#include <ua. hpp>

[/ JEERE RSP HAT X B, IR RN
[/ BRI RT
for (int s = 0; s < get segm qty(); s++) {
segment t *seg = getnseg(s);
is (seg—>type == SEG CODE) {
int bytes = 0;

// a should always be the address of an
// instruction, which is why bytes is dynamic
// depending on the result of ua mnem()
for (ea t a = seg—>startEA;
a < seg—>endEA; a += bytes) {
char mnem[MAXSTR] ;
const char *res;

// FREHhEal e 2 e fF, FHARAF Fmnem

res = ua mnem(a, mnem, sizeof (mnem)-1);

/) W RE—ARS, WEREE AT,
/) FFREF T R end. size,

// it Hua_mnem () AbEE [ —Huhk,
// BN —4%36%,
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if (res != NULL) {
msg ( “Mnemonic at %a: %s\n:” , a, mnem);
bytes = cmd. size;
} else {
msg ( “No code\n” );
// Wz e A A TR AR,
// AR EN—, Frffua mnem()
/) ANEARGAIR — Nkt
bytes = 1;

5.9 ZX5|H

NHEYA R E o xrefblk t& M) —#Br, & XAExref. hppo EATH KA
FIMZE— IR AE S5 o B X S8 pR B LIAR A 0 — NS 3, brilinl LU
—FE/‘J—‘/I\’ ﬁﬁﬂx Qﬁxref. hpp:

#tdefine XREF ALL 0x00 // RMIFTE 5]
#define XREF FAR 0x01 // AR IE AR S |
#define XREF DATA 0x02 // SR R 5

AL (ordinary flow) 8 MN—4cF5 2 HEHAT T —4548%, FFAMILCALLEL
IMP (AR HRA) o« W NS A X5 H (RIS m ) Y
B2 N %A FHXREF_ALL, FFAEARATE &l K &84S Exrefblk_tisCode i bl & 77
Htrue. WS EUEHE 51 B ER, 54 XREF_DATA.

EX bool
first from(ea t from, int flags)

X FIoK A fromitbdik i) 5 AN S, Sk A xrefblk t45H. flags
SR IO A X G H .

VANl #tinclude <kernwin. hpp>

#include <xref. hpp>

ea t addr = get screen ea();

xrefblk t xb;

if (xb. first from(addr, XREF ALL)) {
// xbIFIRt A 7

msg( “First reference FROM %a is %a\n” , xb. from,

56




JH CIC++4i5 IDA i

xb. to) ;

EX bool
first to(ea t to, int flags)
P M5 HE totll ) E N2 X5 TH, ki e xrefblk t4544. flags
FOR IO X . R Lol A 5, LR FINULL,
Vil #include <kernwin.hpp> // For get_screen_ea()
definition
#include <xref._hpp>
ea_t addr = get _screen_ea();
xrefblk _t xb;
ifT (xb.Ffirst_to(addr, XREF_ALL)) {
// xb is now populated
msg("'First reference TO %a is %a\n', xb.to,
Xb.from);
}
7 X bool
next from(void)
X M fromfhib i~ —NSH5IH], HAixrefblk t&4iky. WREA
e z%5 M, WikEIfalse
ﬁ%ﬁﬂ #include <kernwin.hpp> // For get_screen_ea() definition

#include <lines.hpp> // For tag_remove() and
// generate_disasm_line()
#include <xref.hpp>
xrefblk_t xb;
ea_t addr = get_screen_ea();
// Replicate IDA "x* keyword functionality
for (bool res = xb.first_to(addr, XREF_FAR); res;
res = xb.next_to()) {
char buf[MAXSTR];
char clean_buf[MAXSTR];

// Get the disassembly text for the referencing addr

generate_disasm_line(xb.from, buf, sizeof(buf)-1);

// Clean out any format or colour codes
tag_remove(buf, clean_buf, sizeof(clean_buf)-1);

msg("'%a: %s\n", xb.from, clean_buf);
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E

E X bool
next to(void)

P 5 H Bl totuhik 48 ST HME S, i Aixrefblk t4ik). W%
AILERARX G, WikAlfalse

VANl #include <kernwin.hpp> // For get_screen_ea() definition

#include <xref.hpp>
xrefblk_t xb;
ea_t addr = get_screen_ea();
// Get the first cross reference to addr
if (xb.first_to(addr, XREF_FAR)) {
if (xb.next_to())
msg(*'There are multiple references to %a\n",
addr);
else
msg("'The only reference to %a is at %a\n",
addr, xb.from);

5.10 ZFR

IS THI )RR B FEAT IDAB T T B (IR (sub_ %), A7 & (loc ) 1A% &
(arg *, var_*) X FR. & X A{Ename. hpp. ] 75 1745 % PR A BEHRIX L6 R FR 51

EX idaman char *ida export
get name(ea t from, ea t ea, char *buf, size t bufsize)

X Healt B ta A F I sbul, KIERE Hbufsize. Wfeafs—
MR, R EEbuffREr, SERFINULL. QRS s — A HK
JE T A AR EIA E, fromtd Nz T [RIFE IR, B3
EAR W MREARAE—MLELFIGI, fromMixh
BADADDR .

Vil #include <name.hpp>

char name[MAXSTR];

// Get the name of the entry point, should be start
// in most cases.

char *res = get_name(BADADDR,

inf_startlP, // Entry point

name,

sizeof(name)-1);

it (res = NULL)
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msg(*'Name: %s\n', name);
else

msg(*'No name for %a\n", inf_startlP);

E X idaman ea t ida export
get name ea(ea t from, const char *name)
7 X i B E X xnamedis & (1 A4 R Ik . A RS AE — > pR AR A7
BAMLZ )G, fromNiZ WA — AR EA, B ALY
WA RAE —MEE AR )G, fromi% yBADADDR.
ﬁ%ﬁﬂ #include <kernwin.hpp> // For askstr and get_screen_ea
#include <name.hpp>
// Get the cursor address
ea_t addr = get_screen_ea();
// Ask the user for a string (see kernwin.hpp), which
// will be the name we search for.
char *name = askstr(HIST_IDENT, // History identifier
"start", // Default value
"Please enter a name'); // Prompt
// Display the address that the name represents. You will
// get FFFFFFFF for stack variables and nonexistent
// names.
msg(*'Address: %a\n', get_name_ea(addr, name));
EX idaman int ida export
get name value(ea t from, const char *name, uval t
*value)
=P R[] —AME Bkvalue, BEZ0 N T HiIEfromff) 44 FRkname .

svalue kit 5 A A s Pt .

WRAEAE— DRI BRI, fromh iz A7 T+ [F]— Rk £k
W, BE AT K. WREAE M EAIGE, fromhix
JUBADADDR. R [BIE 2T N Rz —, SRR B FRAIRI. i B
name. hpp:

#define NT_NONE O // name doesn®t exist or has no value
#define NT_BYTE 1 // name is byte name (regular name)
#define NT_LOCAL 2 // name is local label

#define NT_STKVAR 3 // name is stack variable name

#define NT_ENUM 4 // name is symbolic constant

#define NT_ABS 5 // name is absolute symbol

// (SEG_ABSSYM)

#define NT_SEG 6 // name is segment or segment register

// name
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#define NT_STROFF 7 // name is structure member
#define NT_BMASK 8 // name is a bit group mask name

varssil| #define NT_NONE O // name doesn"t exist or has no value
#define NT_BYTE 1 // name is byte name (regular name)
#define NT_LOCAL 2 // name is local label

#define NT_STKVAR 3 // name is stack variable name
#define NT_ENUM 4 // name is symbolic constant

#define NT_ABS 5 // name is absolute symbol

// (SEG_ABSSYM)

#define NT_SEG 6 // name is segment or segment register
// name

#define NT_STROFF 7 // name is structure member

#define NT_BMASK 8 // name is a bit group mask name

5.11 €%

N BRI OR, AE B4 S — S5 ] S R AT, € X AEsearch. hpp.
FIFERIEAT LS IR R A, e AT AT DU 28R R IR 2R (BRI R,
), [FAFE AEsearch. hppo M REAT —LhrE S8, Rn@RNITT,
AHRRIN T, 555, R RS, i Hsearch. hpp:

#define SEARCH_UP 0x000 // only one of SEARCH_UP or

// SEARCH_DOWN can be specified

#define SEARCH_DOWN 0x001

#define SEARCH_NEXT 0x002 // Search for the next occurrence
#define SEARCH_CASE 0x004 // Make the search case-sensitive
#define SEARCH_REGEX 0x008 // Use the regular expression parser
#define SEARCH_NOBRK 0x010 // don"t test ctrl-break

#define SEARCH_NOSHOW 0x020 // don"t display the search progress
#define SEARCH_UNICODE 0x040 // treat strings as unicode
#define SEARCH_IDENT 0x080 // search for an identifier

// it means that the characters before

// and after the pattern can not be

// is_visible_char()

#define SEARCH_BRK 0x100 // return BADADDR if break is

// pressed during find_immQ

— kA, B BEFISEARCH DOWN, gt a] LM SO Sl B, MR T R/ NS i
AR,

& X idaman ea t ida export
find text(ea t startEA, int y, intx, const char *ustr,
int sflag);
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MStartEARBHERIx. yARKR CERVTRLA0) FFah, #2207 &l
U S FRkustr CAS . sflagn] PLE BRI AT — A Fr ik

#include <kernwin.hpp> // For askstr() definition
#include <search.hpp>

char *s = askstr(0, "', "String to search for"™, NULL);

// Find the first occurrence of the string

ea_t foundAt = find_text(inf.minEA, 0, 0, s, SEARCH_DOWN);
while (foundAt != BADADDR) {

msg(*'%s was found at %a\n", s, FfoundAt);

}

idaman ea t ida export
find binary(ea t startea, ea t endea, const char
*ubinstr, int radix, int sflag)

frstarteafllendea’ [A]48 Z*ubinstr A H . radix2iHEl (&
WM R , Erl LUESHEHI, 10t Hlsk16E 4. sflag
A] DL H T B B AT AR &

TR, R BOE AT R LR IDATE R I SCAS, & &
g s} 515 N

AT AR, Wkubinstrf B WAR . XHFF5%F
i, PR S MO AEXNG S (DN, TR,
MAZEFEAER G5 C D We 15 (2) RPN FRIEICRT .

Nl

#include <kernwin.hpp> // for askstr() and jumpto()
#include <search.hpp>

// Ask the user for a search string

char *name = askstr(HIST_SRCH, "',

"Please enter a string');

char searchstring[MAXSTR];

// Encapsulate the search string in quotes
gsnprintf(searchstring, sizeof(searchstring)-1,
"\"%s\"""", name);

ea_t res = find _binary(inf.minEA, // Top of the file
inf_maxEA, // Bottom of the file

searchstring,

0, // radix not applicable

SEARCH_DOWN) ;

if (res '= NULL) {

msg(*'Match found at %a\n', res);

// Move the cursor to the address
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Jumpto(res);
} else {
msg("'No match found.\n");

}

9.12

I THI ) BR U RE R A TDAKR i 22 (1DB) SCAF, W n] LAFEloader. hppH k8] R e K
A 5brlinput 2w X, R TR E Hopen_ linput () (diskio. hpp) B4 f]
FEIXAN IR AL, AL EH L SEBIE A S 4. ] L Fmake 1input ()
ey —AFILEFREF A 1input_t3£61; Zx[loader. hpp 5 2 15 .

E X idaman linput t *ida export
open_linput (const char *file, bool remote)
X N2 B le, QAN Tinput t2RSH]. Qs
TEEFENLEY, BB remoteZH A true. IR [MINULLE /RFTH A
R
VANl #include <kernwin._hpp> // For askfile_cv definition
#include <diskio.hpp>
// Prompt the user for a file
char *file = askfile_cv(0, "', "File to open™™, NULL);
// Open the file
linput_t *myfile = open_linput(file, false);
if (myfile == NULL)
msg(*'Failed to open or corrupt file.\n");
else
// Return the size of the opened file.
msg("'File size: %d\n", glsize(myfile));
EX idaman void ida export
close linput(linput t *11i)
7 X KM Hlinput /R BRI RHSCHE, *1i, Hopen linput () 8%
Vil #include <loader.hpp>
linput_t *myfile = open_linput(*'C:\\temp\\myfile._exe",
false);
close_linput(myfile);
E X idaman int ida export

load loader module (1input t *1i, const char *lname, const
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char *fname, bool is remote)

s
<

MRS HT I IDB, 3P4 & Linput tISEH, *1i,
B gtk tname W3R 4, A NS Yok iname . #1124
NULL, W22 fit+fname, R ZIRK. el [nll, R [HI0.

|

#include <kernwin.hpp> // For askfile_cv(Q)

#include <loader . hpp>

// Prompt the user for a file to open.

char *file = askfile_cv(0, "', "DLL file..", NULL);
// Load it into the IDB using the PE loader module
int res = load_loader_module(NULL, "pe', file, false)
if (res < 1)

msg(*'Failed to load %s as a PE file.\n", Ffile);

idaman bool ida export

load binary file(const char *filename, linput t *1i,
ushort neflags, long fileoff, ea t basepara, ea t binoff,
ulong nbytes) ;

Nk 4 h*xfilenamelt) —HEHI SO+, WAZELE T fileoff,
“nflagsh] LAiEloader. hpp P IfEf [ —ANEF Fridi. nbytestqiE
M I FT L ORI FEA A

basepara AR INER 1 —BEHI SO 3ERE, Tibinof £ XN B
HImA% . fn] Lt baseparai® & 8, BINEHI SCAE )
Hunl, DAL Ebinoff A0,

g g iz ml false.

R I AN BE INZDLLEL & $0A T SO 21D, {H
load loader module () A] L3,

Nl

#include <kernwin_hpp> // For askfile_cv(Q)
#include <diskio.hpp> // For open_linput()
#include <loader.hpp>

// Ask the user for a Ffilename

char *file = askfile_cv(0, "', "DLL file.."™, NULL);
// Create a linput_t instance for that file
linput_t *li = open_linput(file, false);

// Load the file at the end of the currently loaded
// File (inf.maxEA).

bool status = load_binary_file(file,

i,

NEF_SEGS,

0,

inf_maxEA,
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0,

0);

if (status)

msg(*'Successfully loaded %s at %a\n', file,
inf_maxEA);

else

msg(*'Failed to load file_\n");

idaman int ida export
gen file(ofile type t otype, FILE *fp, ea t eal, ea t ea2,
int flags)

AR — AN SO, *#fp, FETYETFT I IDB . eal Fllea2
SRR IR AN g R bt (EURAE R AL, AT DL 2SI R
NZH . otypeb AN FIHFREH I —A, $i# Hloader. hpp:

OFILE_MAP
OFILE_EXE
OFILE _IDC =
OFILE_LST
OFILE_ASM
OFILE DIF =

, // MAP SCAE

, // AT

// IDCHHIA LA
/) SR 2R AT
, // WY

// A[Fkk

-

Il
Ol & W N = O

flagsZHA] DLW W44, [FEM H loader. hpp:

#define GENFLG_MAPSEG 0x0001 // map: generate map
// of segments
#define GENFLG_MAPNAME 0x0002 // map: include dummy names
#define GENFLG_MAPDMNG 0x0004 // map: demangle names
#define GENFLG_MAPLOC 0x0008 // map: include local names
#define GENFLG_IDCTYPE 0x0008 // idc: gen only
// information about types
#define GENFLG_ASMTYPE 0x0010 // asm&lst: gen
// information about
// types too
#define GENFLG_GENHTML 0x0020 // asm&lst: generate html
// (ui_genfile_callback
// will be used)
#define GENFLG_ASMINC 0x0040 // asm&lst: gen information
// only about types

PRECR [P 1R7m A — M, IR e o2 AT ), IR (9] A B
SCIFRATE. X FOFILE_EXESCAT, JR[BI0K73 R, 15875 /8]

i

#include <loader.hpp>

64




HI CIC++%5 IDA ¥dift:

// Open the output file

FILE *fp = gfopen('C:\\output.idc", "w'");

// Generate an IDC output file
gen_file(OFILE_IDC, fp, inf.minEA, inf._maxEA, 0);
// Close the output file

gfclose(fp);

E X idaman void ida export
save database (const char *outfile, bool delete unpacked)

' PRAEEE FE R S, *output. UHidelete unpacked Ajfalse,
DU BN PR AR e i SO AN 2 B i B o 170 L2 R BOAS 25 3R [REARTAE
LA INER A R SRS, BRSO s, K
MBS B AFAE

Vil #include <loader.hpp>

msg(*'Saving database...');

char *outfile = "c:\\myidb.idb";
save_database(outfile, false);

// There was an error if the filesize is <= 0
it (gfilesize(outfile) <= 0)
msg(*"failed.\n");

else

msg(*'ok\n");

5.13 fras

AR BR AT AR S I G SCPE 7 T AR e b a2 B B AT e A

bytes. hppo
E X idaman flags t ida export
getFlags(ea t ea)
GRS AR [0 b ea kb Ve B (IR A o 445 T RS B FH Sl SR B B T bR A
RIER IR T isHead ), isCoder () ¥ PR %L
ﬁ%{ﬂ] #include <kernwin.hpp> // For get_screen_ea() definition
#include <bytes.hpp>
msg(*'Flags for %a are %08x\n,
get_screen_ea(),
getFlags(get_screen_ea()));
& X idaman bool ida export
isEnabled(ea t ea)
“ X ARG SO, Hihikeart AFAE
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Nl

#include <kernwin_hpp> // For askaddr() definition
#include <bytes.hpp>

ea_t addr;

askaddr(&addr, "Address to look for:');

if (isEnabled(addr))

msg(""%a found within the currently opened file(s).",
addr);

else

msg(*'%a was not found.-\n');

5 3L

inline bool idaapi
isHead (flags t F)

X

b S F A 1 O ACHS A (1 Tk ?

7~

#include <kernwin.hpp> // For get_screen_ea()
definition

#include <bytes.hpp>

ea_t addr = get _screen_ea();

// Cycle through 20 bytes from the cursor position
// printing a message if the byte is a head byte.
for (int 1 = 0; 1 < 20; i++) {

flags_t flags = getFlags(addr);

if (isHead(flags))

msg("'%a is a head (flags = %08x).\n",

addr, flags);

addr++;

}

el
\t

inline bool idaapi
isCode(flags t F)

s
<<

FrEF IR B R8I IEL 2 FlisHead O 1A, {EXFT-4CHL )&
RFltrue, FHEWIAS. BrCL, R EAE L7 A 7
T, Bkl false.

7~

#include <segment.hpp> // For segment functions
#include <bytes.hpp>

for (int 1 = 0; 1 < get_segm gty(Q); i++t) {
segment_t *seg = getnseg(i);

it (seg->type == SEG_CODE) {

// Look for any bytes in the code segment that

// aren"t code.

for (ea_t a = seg->startEA; a < seg->endEA; at+) {
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flags_t flags = getFlags(a);

if (isHead(flags) && !isCode(flags))
msg("'Non-code at %a in segment: %s.\n",
a,

get_segm_name(seq));

}

}

}

inline bool idaapi
isData(flags t F)

Fr&FE R R R —L 1 1Tk ? FlisHead O AHIA], (HXAF T2
&R Eltrue, AREEUAZ . BTEL, R HZEAE L %L
PaA, HiR[Hfalse,

2l

#include <segment_hpp> // For segment functions
#include <bytes.hpp>

for (int 1 = 0; 1 < get_segm gty(); i++) {
segment_t *seg = getnseg(i);

if (seg->type == SEG _DATA) {

// Look for any bytes in the data segment that
// aren"t data (possibly code).

for (ea_t a = seg->startEA; a < seg->endEA; a++) {
flags_t flags = getFlags(a);

if (isHead(flags) && lisData(flags))
msg(''Non-data at %a in segment: %s.\n",

a,

get_segm name(seq));

}

}

}

5E 3L

inline bool idaapi
isUnknown (flags t F)

X

PR BFIE ) IDABCAT B BTt 712

7~

#include <segment.hpp> // For segment functions
#include <bytes.hpp>

// Loop through every segment

for (int 1 = 0; 1 < get_segm gqty(Q); i++t) {
segment_t *seg = getnseg(i);

// Look for any unexplored bytes in this segment
for (ea_t a = seg->startEA; a < seg->endEA; at+) {
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flags_t flags = getFlags(a);

if (isUnknown(flags))

msg(*'Unknown bytes at %a in segment: %s.\n",
a,

get_segm_name(seq));

}

}

5.14 ¥

AT B G SO, et (el Gaas HAZRAE bR, Ui L sy, qE
WAHM. BRI, TDAFRAEWI N A CRIMAD o B N HIX L pR £ )
5E X A{Ebytes. hppo IXLEpRHON A REATERAE, 1 HARA — L 0 word,

long, qwordiAT#4/E (get word (), patch word () Z54%) , g X fEbytes. hpp
W, FE BRSO B S, T DS X e ek s e, ] DLEE RS N BT
BERERT e, B FEI AT . TETE TS S % Debugger R AT .

E X idaman uchar ida export
get byte(ea t ea)
X LEIDAFT TR 24 10 Sl g SO, R [P Hibikea b )21 a5

ea)FANEEALE, IR [PIBADADDR. BE4AF B K8y, v LIEH
get_word(), get_long () itfrget_qword() . #AEZ 71 H gk,
{fiFget many bytes() .

Vil #include <kernwin.hpp> // For get_screen_ea()
definition

#include <bytes.hpp>

// Display the byte value for the current cursor
// position. The values returned should correspond
// to those in your IDA Hex view.

msg("'%x\n"", get byte(get _screen_ea()));

EX idaman bool ida export
get many bytes(ea t ea, void *buf, ssize t size)
X fEealii- IR AL, SKREsize NN F W EHE, FEORAER*buf.
Vil #include <kernwin.hpp> // For get_screen_ea()
definition

#include <bytes._hpp>
char string[MAXSTR];
flags_t flags = getFlags(get_screen_ea());
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// Only get a string if we"re at actual data.

if (isData(flags)) {

// Get a string from the binary
get_many_bytes(get_screen_ea(),

string,

sizeof(string)-2);

// NULL terminate the string, if not already

// terminated in the binary (so strlen doesn"t barf)
string[MAXSTR-1] = "\0~;

msg(*'String length: %d\n", strlen(string));

}
E X idaman void ida export
patch byte(ea t ea, ulong x)
P M x etk eadb (R 77 o BRAGT 19 DRAFAE IDAKR 5, ] LA
ffiflget original byte() (Z[ibytes.hpp) FKEURLHFTT.
ARAE 7, A Hlput_byte(ea t ea, ulong x)fUFF. %
BAE R B g, AT LA Hlput_word (), put_long O i&A
put_qword ) . FRAEZFHEIEY, M put many bytes()
Vil #include <kernwin_hpp> // For get_screen_ea()
#include <bytes.hpp>
// Get the flags for the byte at the cursor position.
flags_t flags = getFlags(get_screen_ea());
// Replace the instruction at the cursor position with
// a NOP instruction (0x90).
// Unless used carefully, your executable will probably
// not work correctly after this :-)
if (isCode(flags))
patch_byte(get_screen_ea(), 0x90);
EX idaman void ida export
patch many bytes(ea t ea, const void *buf, size t size)
e H*buf ] N B e ik easb 1 size 715 WA -
Vil #include <kernwin.hpp> // For get_screen_ea() et al

#include <bytes.hpp>

// Prompt the user for an address, then a string
ea_t addr = get_screen_ea();

askaddr(&addr, "Address to put string:");

char *string = askstr(0, """, "Please enter a string™);
// Write the user supplied string to the address

// the user specified.

patch_many_ bytes(addr, string, strlen(string));
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5.15 1/0

s, TR, 2 1/0MAsUHECE R4, #R4 IDA SDKRRAS, 1 H AR HEFZ 1 H
IXUETDA SDKRRA . BT X AEdiskio. hppo

E X idaman FILE *ida export
fopenWT (const char *file)
P LS, FTIPCile3CfE, IRIPIFILEFREr, W4T IF 34 M

R FINULL o 22 AR AT I3, A fopenRT O, 1M HXHF
RERISCPE, WS R, BRI TS, A fopenM () .

vt #include <diskio.hpp>

FILE *fp = fopenWT("'c:\\temp\\txtfile.txt");
it (fp == NULL)

warning("'Failed to open output file.");

EX idaman FILE *ida export
openR (const char *file)
=X DLEGERES, $TIF BRI+ file, JFR[PIFILEFEEE, WiiRdT

TECAFR R, M E PR CRoR—AMERIE, SRJGISHIIDA)
PUH R T Frtex t 34, ROt HESE , {# HopenRT (), ZE[H]

I35, i openM() .
il #include <diskio.hpp>
FILE *fp = openR('c:\\temp\\binfile_exe");

E X idaman FILE *ida_export
ecreate(const char *file)
X AL RSO f i le, LREEI, R BISCIFFILERRET . 40

RICVEE N SO, WE R — AN RAE, JFEEE . B T text
A, ffiFHecreateT()

VNG #include <diskio.hpp>
FILE *fp = ecreate('c:\\temp\\newbinfile.exe);

& X idaman void ida export
eclose (FILE *fp)
X RHFTLEFRE*+Cp [ 30 o a0 SR Ty o P S, R s —A>
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BRAE, JFEHEGR

vt #include <diskio.hpp>
// Open the file First.
FILE *fp = openR("c:\\temp\\binfile.exe™);
// Close it
eclose(fp);
EX idaman void ida export
eread (FILE *fp, void *buf, sszie t size)
X PR ILEFR £+ Cp TR R SCAF (M size N1 8, ORAT B ph X
*buf o WERBZHANNLD), ¥ 2om—AMRiE, REIRHIDA.
NGl #include <diskio.hpp>
char buf[MAXSTR];
// Open the text file
FILE *fp = openRT("c:\\temp\\txtfile_ txt'");
// Read MAXSTR bytes from the start of the file.
eread(fp, buf, MAXSTR-1);
eclose(fp);
E X idaman void ida_export
ewrite (FILE *fp, const void *buf, ssize t size)
=P HN*kbuf ] size N7 BIFILEFR B+ p i &m0 . 5 A
AT, BRI, SREIRHIDA,
Vil #include <kernwin.hpp> // For read_selection()

#include <bytes._hpp> // For get_many_bytes()
#include <diskio.hpp>

char buf[MAXSTR];

ea_t saddr, eaddr;

// Create the binary dump file

FILE *fp = ecreate('c:\\bindump™);

// Get the address range selected, or return false if
// there was no selection

it (read_selection(&saddr, &eaddr)) {

int size = eaddr - saddr;

// Dump the selected address range to a binary file
get_many_bytes(saddr, buf, size);

ewrite(fp, buf, size);

}

eclose(Tp);
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5.16 FIXEE
FLARTA B — LR B BT AR, R =200, G e AT I A — 3k S
o AR ZE AT A T GRAE BB SO/ R A 1) v R A E Cln R R ZR AR R4 D
PWHARER BB AR S S B T A . T 1 IR IX 28 pR $50e X AEdbg. hpp, {H 55 4h
Piinvalidate dbg contents() fllinvalidate dbg config() pR%E XALF
bytes. hppo EA7 AT T I~ B AR, 88N AZAE 3 HI SO 8% IDAB) 2 11K 1)
i, RS A

A RETE R R T T IX ek A ida_export A4k . FH5L b, EMIEAT
2L, U EATER RS T eallui O BN ERER L.

FISDKH I —LE R B BT AR, VP2 A (e —LEPRER R EO AW
Rk, A, R filrun_to O, AR DEE K (request) B,
e inrequest_run_to () » B FTABAE A M FIMIE XS4, (AN TT
by XPE S AR

B REL (request T4 SIEREHEAN R —ABAF, 8800 H
run_requests ) (IR, HFs2 b B IDAKHAT IZ R B . 1SR B 04T
S bR A AL

A T B LS e IDASE AT, DB I e B AR U7 8. 5. 17. 53t
JEIRFE—AFB T, A del_bpt O MR — R FV W iSRG BRAEAE A (R
A, XA Hgetn bpt O ZREUN — MW sils), BIDS S EHAN. &
PR, 76— AN A BRI RS A8 40 1 R BCh 185 A ) 25 A5 ) R

7E5. 16, 5. 17TF15. 18F W HH IR T A BAEL, ] DUE il kA 1 S 7E R 544
IETIIESE

& X bool idaapi

run request (void)
X PATAF AR CRIFZD B D o
varssil| #include <dbg.hpp>

// Run to the entry point of the binary
request_run_to(inf.startlP);

// Enable function tracing
request_enable_func_trace();

// Run the above requests
run_requests();

7 X int idaapi
get process state(void)
NG| R BT IEAE R AR RS o WRAZ R 21 1, ik
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Wl-1, Az R EAIaAT, WERIEIL, WA BEREEA TR
WA, Wm0,

el

#include <dbg.hpp>

switch (get_process _state()) {
case O:

msg("'No process running.\n'");
break;

case -1:

msg("'Process is suspended.\n");
break;

case 1:

msg("'Process is running.\n'");
break;

default:

msg("'Unknown status.\n'");

}

5 3L

int idaapi
get process qty (void)

X

iR [B[E DA IEAEis AT RERE B

Nl

#include <dbg.hpp>
msg("'There are %d processes running.\n",

get _process_qty()):

process_id t idaapi
get process_info(int n, process_info t *process_info)

IRIGHFEFECn (nFF9EPID) H*process_infotfefE B, Jf
R AZIHFERIID. Wi *process info yNULL, M H <% [FIPID,

7~

#include <dbg.hpp>

// Only get the info iT a process is actually running. .
it (get_process_qty() > 0) {

process_info_t pif;

// Populate pif

get_process_info(0, &pif);

msg(C'ID: %d, Name: %s\n', pif.pid, pif.name);

} else {

msg(*'No process running!\n');

}
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E X int idaapi
start process(const char *path = NULL, const char *args
= NULL, const char *sdir = NULL) ;

P fexsdir HR R, i *argsZ 4, HHah i id+path &R T .
WRATAT—ANBHOUNULL, 00 US55 n £
Debugger—>Process Options...3HH,

A #include <kernwin_hpp> // For askstr()

#include <dbg.hpp>

// Ask the user for arguments to supply.

char *args = askstr(HIST_IDENT, "', "Arguments'™);
// Run the process with those arguments
start_process(NULL, args, NULL);

7 X bool idaapi
continue process(void)

X ARCEHATRERE o A0 AR ZE AT IR R, Wik [Rlfalses [AIFERT,
W] PIAERERRAL T8 45IRAS I, FEIDA % FF9.

VANl #include <dbg.hpp>
// Continue running the process when the user
// involkes this plug-in.
if (continue_process())
msg(*'Continuing process..\n"");
else
msg(*'Failed to continue process execution.\n");

E X bool idaapi
suspend process (void)

X B AR . W R L R R, iz [P false.
[FIFE L A] DLAEIDAH 4% ‘Pause Process’ 441l

VA vl #include <dbg.hpp>
// Suspend the process being debugged.
if (suspend_process())
msg(*'Suspended process.\n'");
else
msg(*'Failed to suspend process.\n');

E X int idaapi

attach process(process id t pid=NO PROCESS, int
event id=-1)
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B INENHEFRID R pi d S 3ERE . B 0 i3 R 200 5 24 ik S i1
2 ) AT AT SO G — 80 anpidZENO PROCESS, JH
B FE B S I HERE AR o IR [BARAS an R (% H dbg. hpp)

// 2 - TVEKE - AARE N R

// -1 - ERnRR e bR GOk, BUERA
// fig, PHRAHEIEASEE, )

// 0 - MG 1 B n 22t i

// 1 - s IR B 23R

el

#include <dbg.hpp>

// Present the user with a list of processes to

// attach to. IT there is no executable running that
// matches what"s open in IDA, no dialog box will

// be presented.

int err;

if ((err = attach_process(NO_PROCESS)) == 1)
msg(*'Successfully attached to process.\n");

else

msg(*'Unable to attach, error: %d\n", err);

bool idaapi
detach process(void)

P50 M ur BRI RE o ] DU A B N i) 538 18 1 IDAIZ AT 1y 3tk
. R LEIRE R A false. R EFE HAEXP SP2F12003
S

#include <dbg.hpp>

// Detach from the debugged process.

if (detach_process())

msg(*'Successfully detached from process.\n");
else

msg("'Failed to detach.\n");

bool idaapi
exit process(void)

Bl

2l TR B IR . I R GIE L ERERENIR [Bl fal se.

7~

#include <dbg.hpp>

// Terminate the debugged process.

it (exit_process())

msg(*'Successfully terminated the process.\n"");
else

msg(*'Failed to terminate the proces.\n");

75




HI CIC++%5 IDA ¥dift:

E X int idaapi
get thread qty(void)
ZN4 R AR R T, AR ISR
vt #include <dbg.hpp>
// Only display if there is a process being debugged.
if (get_process qty() > 0)
msg("'Threads running: %d\n', get thread qty(Q));
E X bool idaapi
get reg val (const char *regname, regval t *regval)
i ARIEF A7 2% Jkregname [F{E,  FFORAER*regval . M1 FIGIEIREL
ARSI, R false. 247 58 AR AN S U,
VANl #include <dbg.hpp>
// Process needs to be suspended for this to work.
regval_t eax;
regval_t eax_upper;
char *regname = "eax"';
char *regname_upper = "EAX";
// Prooving that the register name is case insenstive
if (get_reg_val(regname, &eax))
msg(*'eax = %08a\n"', eax.ival);
if (get_reg_val(regname_upper, &eax_upper))
msg("'EAX = %08a\n'', eax_upper.ival);
E X bool idaapi
set_reg val (const char *regname, const regval t *regval)
X TE—ZAE N, W T A ds+regname {I{H A*regval o WIRWE
KW, R[Alfalse., Fliget reg val ) —#f, *regnamethd & K/
B SHERDREBAFERAL, BT A R
MR %4
VA vl #include <kernwin_hpp> // For get_screen_ea()
definition

#include <dbg.hpp>

// Suspend the currently executing process.
suspend_process();

// Continue execution from the user®s cursor position.
ea_t addr = get_screen_ea();

char *regname = "EIP";

if (set_reg_val(regname, addr)) {

msg(*'Continuing execution from %a\n', addr);
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continue_process();

}

idaman void ida export
invalidate dbgmem contents(ea t ea, asize t size)

flisize P IINAFTRL MealThho WIREEETLACEANHEREN
¢, BLE eayBADADDR, LLKsize k0.

HEWP A, SO LA DA B4 4 TR 19 47 2577
AT BB VT LR 07 o S AR BT
FHBEERE, sl A RBE Py 47 21 D RO

Nl

#include <dbg.hpp>

#include <bytes.hpp>

// Process must be suspended for this to work

// Get the address stored in the ESP register
regval_t esp;

get _reg val(""ESP", &esp);

// Get the value at the address stored in the ESP reg.
uchar before = get byte(esp.ival);

// Invalidate memory contents
invalidate_dbgmem_contents(BADADDR, 0);

// Re-fetch contents of the address stored in ESP
uchar after = get_byte(esp.ival);

msg("'%08a: Before: %a, After: %a\n",

esp.ival, before, after);

el
<

idaman void ida export
invalidate dbgmem config(void)

s
<<

Einvalidate dbgmem contents () 2L, A H I pR B AR
IDAIEAEAC PR B /N AP L o 0 R4 X ) BB A 28 0 L 47 B
M NAE, iR En, BFREETIR A RS R
B IDAWAF 2247, {HiEtbinvalidate dbgmem contents () Z1g .,

7~

#include <dbg. hpp>

#include <bytes. hpp>

regval t esp;

// Get ESP before invalidate config
get reg val ("ESP”, &esp);

uchar before = get byte(esp. ival);
// Invalidate memory config
invalidate dbgmem config() ;

// After invalidate

uchar after = get byte(esp. ival);
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msg ("%08a Before: %a, After: %a\n”,
esp. ival, before, after);

bool idaapi
run to(ea t ea)

IEATHERE, R Mhbeani B 15 . WURWAH BERAEIZAT, WA
B S G 1) SR T o I RV T 2ERE, iR B[ false.

#tinclude <kernwin. hpp> // For get screen ea() definition
#include <dbg. hpp>
// Replicate F4 functionality
if ('run to(get screen ea()))
msg ("Failed to run to %a\n”, get screen ea());

bool idaapi
step into(void)

PAT B AERE P T2 K 5562 1X 5 IDAFTHVEEA
Al WERTVEHR S PATHES, ik false.

#include <dbg. hpp>

// Go to the entry point (queued)

request_run to(inf. startIP);

// Run 20 instructions (queued)

for (int i = 0; i < 20; i ++)
request_step into();

// Run through the queue

run_requests() ;

bool idaapi
step over (void)

PATHORREFE T, YarLFEm—4&84, EAS IR 5
WK, TR — 4484 IX S IDAMFSIVEE —2L, i
TV P ATR S, Wik Alfalse.

#tinclude <dbg. hpp>
// This can only run when the process is suspended
// Step over 5 instructions. This needs to be done as
// a request, otherwise only one step will execute.
for (int i = 0; i < 5; i ++)

request step over();
run requests () ;

bool idaapi
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step until ret(void)

P PATH AR, MArk e —4&484%, HENZREOR (A,
IX 5 IDACTRL-F7H#VE A 7]
7~ #tinclude <dbg. hpp>

// Get the address of where the function named
// ~myfunc’ is.
ea t addr = get name ea(BADADDR, “myfunc”);
if (addr != BADADDR) {
// Run until execution hits myfunc (queued)
request run to(addr) ;
// Step into the function (queued)
request step into();
// Continue executing until myfunc returns (queued)
requestfstepfuntilfret();
// Run through the queue
run_requests () ;

5.17 Hi=

PR AN EE S, W ABCE PRI R, T DU EERE A A7 22 8 (R4
ek, R BT R N R BON THRAER L, € X AEdbe. hpp.

7 X int idaapi
get bpt qty(void)
X IR B CAFAE T R (A AR BT e .
~l #include <dbg. hpp>
msg ("There are currently %d breakpoints set.\n”,
get_bpt_qty(0);
E X bool idaapi
getn bpt(int n, bpt t *bpt)
X 75 A SR A DG R BRI R 2xbpt 2280 WER B &M )7
=, MER[Afalse.
71 #include <dbg. hpp>

// Go through all breakpoints, displaying the address
// of where they are set.
for (int i = 0; i < get bpt qty(); i++) {
bpt t bpt;
if (getn bpt(i, &bpt))
msg ("Breakpoint found at %a\n”, bpt.ea);
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E X bool idaapi
get bpt(ea t ea, bpt t *bpt)

X fthhikeadh T mAHOGAF EIE 78 2lxbpt 40, Witk eathhik FF4
AW, MER[A false. 1 Hsbpt ANULL, ok Bomkt i 2 o]
true, BEfEealilbix®E T WA, wiik[blfalse,

7~ #include <kernwin. hpp> // For get screen ea() definition
#include <dbg. hpp>
if (get bpt(get screen ea(), NULL))

msg ("Breakpoint is set at %a.\n”, get screen ea());
else
msg ("No breakpoint set at %a.\n”, get screen ea());

EX bool idaapi
add bpt(ea t ea, asize t size = 0, bpttype t type =
BPT SOFT)

X fEeali A typedS Ty, size K/NHIWT s o QIR TCVLEBEE T A,
MkE false. 4. 4. 2795 ¢ AR s SR e . fEix
BIRAW A, sizedln] L2,

7~ #tinclude <kernwin. hpp> // For get screen ea() definition
#include <dbg. hpp>
// Add a software breakpoint at the cursor position
if (add bpt(get screen ea(), 0, BPT SOFT))

msg ("Successfully set software breakpoint at %a\n”,
get screen ea());

E X bool idaapi
del bpt(ea t ea)

X MR eatutik AW . WIS BEAA W, WiR[A false.

71 #include <dbg. hpp>

// Go through all breakpoints, deleting each one.
for (int i = 0; i < get bpt qty(); i++) {
bpt t bpt;
if (getn bpt(i, &bpt)) {
// Because we are performing many delete
// operations, queue the request, otherwise the
// getn bpt call will fail when the id
// numbers change after the delete operation.
if (request del bpt(bpt.ea))
msg ("Queued deleting breakpoint at %a\n”,
bpt. ea) ;
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}
// Run through request queue
runfrequests();
// Make sure there are no breakpoints left over
if (get bpt qty() > 0)

msg ("Failed to delete all breakpoints.\n”);

EX bool idaapi
update bpt (const bpt t *bpt)
P BB HHxbpt R T R P UE ME . W RIS AN D, )ik
[F[falses
il #include <dbg. hpp>
// Loop through all breakpoints
for (int i = 0; i < get_bpt_qty(); i++H) {
bpt t bpt;
if (getn bpt(i, &bpt)) {
// Change the breakpoint to not pause
// execution when it’s hit
bpt. flags = BPT BRK;
// Change the breakpoint to a trace breakpoint
bpt. flags |= BPT TRACE;
// Run a little IDC every time it’s hit
gstrncpy (bpt. condition,
"Message (\”"Trace hit!\”)”,
sizeof (bpt. condition)) ;
// Update the breakpoint
if (lupdate bpt (&bpt))
msg ("Failed to update breakpoint at %a\n”,
bpt. ea) ;
}
}
EX bool idaapi
enalbe bpt(ea t ea, bool enable = true)
X FIHF, B Hleakth HEALFIT . QN R A A WAL, B EHT I
KW i HT 5, Wik [FIfalse. @ enable ZHE Hfalse,
W SR A K P ) o
71 #include <kernwin. hpp> // For get screen ea() definition

#include <dbg. hpp>
bpt t bpt;
// If a breakpoint exists at the user’ s cursor, disable
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// it.
if (get bpt(get screen ea(), &bpt)) {
if (enable bpt(get screen ea(), false))
msg ("Disabled breakpoint.\n”);

5.18 IREF

A TERER RS, R afraifd, —MEERERMERRE T, ¥
un, FTIFEROR M AN ERESRAY, AT IRIUREA AT R K R E0E XA dbg. hppo

EX bool idaapi
set trace size(int size)

P WEIRERZE X N size Ko MR ABRM, MiR[Ffalse,
size 0, WIZEM X IR/ JEKD « WRERE M sizell
TR ER I B D, size AR MR .

~l #include <dbg. hpp>
// 1000 trace events allowed
if (set trace size(1000))

msg ("Successfully set the trace buffer to 1000\n”);

EX void idaapi
clear trace(void)

X T A NG X

Gl #include <dbg. hpp>
// Start our plug-in with a clean slate
clear trace();

& X bool idaapi
is step trace enabled(void)

X WY T RO EREE AT IR, R [A]true.

71 #include <dbg. hpp>
if (is step trace enabled())

msg ("Step tracing is enabled. \n”);

EX bool idaapi
enable step trace(int enable = true)

P I EARE: . W enableZ#0E Mfalse, I EREE KA.

il #include <dbg. hpp>

// Toggle step tracing
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if (is step trace enabled())
enable step trace(false);
else
enable step trace();

EX bool idaapi
is insn_trace enabled(void)
o X WERTE 2 IREA ST, IR [Hltrue.
~l #include <dbg. hpp>
if (is insn trace enabled())
msg (“Instruction tracing is enabled. \n”);
EX bool idaapi
enalbe insn trace(int enalbe = true)
X FIHHFRAIRES . Wifenalbe® Hfalse, FRAIRELHIALIH,
Gl #include <dbg. hpp>
// Toggle instruction tracing
if (is_insn trace enabled())
enable insn trace(false);
else
enable insn trace();
& X bool idaapi
is func trace enabled(void)
X W R BURE AT I, IR [Fltrue.
71 #include <dbg. hpp>
if (is func trace enabled())
msg ("Function tracing is enabled. \n”);
EX bool idaapi
enable func trace(int enable = true)
P IR B LS, W enable® Kfalse, PRAEURELHLAL IS
~l #include <dbg. hpp>

// Toggle function tracing
if (is func trace enabled())
enable func trace(false);
else
enable func trace();
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5 3L

int idaapi
get tev qty(void)

A\

R HEEREAZE M DX, EREFFAT R .

vl

#include <dbg. hpp>
msg ("There are %d trace events in the trace buffer. \n”,
get_tev_qty(Q);

el
"<

bool idaapi
get tev info(int n, tev info t *tev info)

s
<

fEERERG P X, PR IIAH A I 7 Bk tev_info. IR
WA LIRS Bn, iR [A fal se,

2l

#include <dbg. hpp>

// Loop through all trace events

for (int i = 0; i < get_tev_qty(); i++)
tev_info t tev;
// Get the trace event information
get tev info(i, &tev);
// Display the address the event took place
msg ("Trace event occurred at %a\n”, tev.ea);

bool idaapi
get _insn tev reg val(int n, const char *regname, regval t
*regval)

EPIATHAT 0T, AP EOn e S ERER A R A, PRAF % A7
wskregnamelP){H Bll*regval o WIHRZFAAEFR S ERELFLE,
XA false,

BAEPAT R 7748, Zldget_insn_tev_reg result().

7~

#tinclude <dbg. hpp>

// Loop through all trace events

for (int i = 0; i < get tev qty(); i++) {
regval t esp;
tev _info t tev;

// Get the trace event information
get tev info(i, &tev);
// If it’s an instruction trace event...
if (tev.type == tev insn) {
// Get ESP, store into &esp
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if (get insn tev reg val (i, “ESP”, &esp))
// Display the value of ESP
msg (“TEV #%d before exec: %a\n”, i,
esp. ival) ;
else
msg ("No ESP change for TEV #%d\n”, 1i);

E X bool idaapi
get insn tev reg result(int n, const char *regname,
regval t *regval)

P EPATHAR 0T, B n IR 2 BRES A AN, (RAFE P47
exregname P Bl*regval o WIRAZHAFA TG IRESHAE, W)
kA false,

PAEPATHT IR 7 A7 48, Z[iget_insn_tev_reg val (),

~l #include <dbg. hpp>
// Loop through all trace events
for (int i = 0; i < get_tev_qty(); i++)

regval t esp;
tev_info t tev;
// Get the trace event information
get tev info(i, &tev);
// If it’s an instruction trace event...
if (tev.type == tev insn) {
// Get ESP, store into &esp
if (get insn tev reg result(i, “ESP”, &esp))
// Display the value of ESP
msg ("TEV #%d after exec: %a\n”, i, esp.ival);
else
msg ("No ESP change for TEV #%d\n”, 1i);
}
}

EX ea_t idaapi
get call tev callee(int n)

X WAL T B n R BRI e oL . A SR R A
PREE A FF S, W3R [FIBADADDR. bR EHR B 2 E (K28 A 4 Ky
tev call,

Gl #include <dbg. hpp>
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// Loop through all trace events

for (int i = 0; i < get tev qty(); i++) |
regval t esp;
tev _info t tev;

// Get the trace event information
get tev info(i, &tev);
// If it’s an function call trace event...
if (tev.type == tev call) f{
ea t addr;
// Get ESP, store into &esp
if ((addr = get call tev callee(i)) != BADADDR)
msg ("Function at %a was called\n”, addr);

E X ea t idaapi
get ret tev return(int n)
P IR [P 2 E5Ch I bR 5 R0 A8 B e gtk . W R AT R
K A B, IR [FIBADADDR . BR %50 24388 %01 1) S AL 0 J0
Atev ret.
~l #include <dbg. hpp>
// Loop through all trace events
for (int i = 0; i < get_tev_qty(); i++)
tev_info t tev;
// Get the trace event information
get tev info(i, &tev);
// 1If it’s an function return trace event...
if (tev.type == tev ret) {
ea_t addr;
if ((addr = get ret tev return(i)) != BADADDR)
msg ("Function returned to %a\n”, addr);
}
}
EX ea_t idaapi
get bpt tev ea(int n)
X R B FFECAN L/ S /HAT HARE k. WA R
/5 /PATHAE, iR [Hfalse,
Gl #include <dbg. hpp>

// Loop through all trace events
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for (int i = 0; i < get tev qty(); i++) {
tev _info t tev;

// Get the trace event information
get tev info(i, &tev);
// If it’s an breakpoint trace event...
if (tev.type == tev bpt) {
ea t addr;
if ((addr = get bpt tev ea(i)) != BADADDR)
msg ("Breakpoint trace hit at %a\n”, addr);

}

5.19 FHF &
TR B S FIBEER IDAMSS e ngs 7 11049546 H 512 , 905 H1 24 10 U030
FPAERC 1 F S XAEstrlist. hop.

E X idaman void ida export
refresh strlist(ea t eal, ea t ea2)
X Fill T IDAM]S trings & H R R A 12K o MBI YG FEIAE 4 1 s
G SCAE P I eal filea2tti bl 2 [H]
~ #include <{strlist. hpp>
// Refresh the string list.
refresh strlist();
E X idaman size t ida export
get strlist qty(void)
X IR R 1 i S G SO R A4 R
NGl #include <strlist.hpp>
msg ("%d strings were found in the currently open file(s)”,
get strlist qty());
E X idaman bool ida export
get strlist item(int n, string info t *si)
P H*sif N AR B A8 . BB d,
iZF|false,
71 #include <strlist.hpp>

int largest = 0;
// Loop through all strings, finding the largest one.
for (int i = 0; i < get strlist qty(); i++) {
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string info t si;
get strlist item(i, &si);
if (si.length > largest)
largest = si. length;
}

msg (“Largest string is %d characters long. \n”, largest);

5.20 HE

N PR EBAT R E I BRSSO AR AR R K

idaman int ida export
tag remove (const char *instr, char *buf, int bufsize)

MR+ instr P AT EEFRIC, IR RARAE B *buf, FREK
J& hbufsize. fEbufsize HOHIEIL T, F8E*instrflsbuf kA
—¥REFE ST . R EUE X fF ines. hpp.

Nl

#include <ua.hpp> // For ua_functions
#include <lines. hpp>
// Get the entry point address
ea t addr = inf. startlP;
// Fill cmd with information about the instruction
// at the entry point
ua_ana0 (addr) ;
// Loop through each operand (until one of o void type
// is reached), displaying the operand text.
for (int i = 0; cmd. Operands[i]. type != o void; i++) {
char op[MAXSTR];
ua_outop(addr, op, sizeof(op)-1, 1i);
// Strip the colour tags off
tag remove (op, op, 0);
msg ("Operand %d: %s\n”, i, op);

inline void
open url (const char *url)

ARG ERN I TG B AT T Pseur 1o %08 B0E AL

kernwin. hppo

#include <kernwin. hpp>
open_url ("http://www. binarypool. com/idapluginwriting/”

);
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5 3L

idaman int ida export
call system(const char s*command)

X

MAG A ATHia T *command iy %o 1% A HE X AEdiskio. hpp

vl

#include <diskio. hpp>
// Run notepad
call system(“notepad. exe”) ;

el
<

idaman const char *ida export
idadir (const dir *subdir)

s
<

W ksubdir HNULL, IR [A IDARES B4R . WS- ASHNULL, iR
[BITDAR ¥ H . B2 —2n 5N H %, % Hdiskio. hpp:

#tdefine CFG SUBDIR “cfg”
#tdefine IDC SUBDIR “idc”
#tdefine IDS SUBDIR “ids”
#tdefine IDP SUBDIR “procs”
#tdefine LDR SUBDIR ”loaders”
#tdefine SIG SUBDIR “sig”
#tdefine TIL SUBDIR “til”

ek EE X AEdiskio. hpp

Nl

#include <diskio. hpp>
msg ("IDA directory is %s\n”, idadir (NULL)) ;

idaman ulonglong ida export
getdspace (const char *path)

IR [Alkpath i AL AT AL 43 X1 o] Rl a5 ) o 12 R BOE AT
diskio. hpp,

#include <diskio. hpp>
// Get the disk space on the disk with IDA installed on
// it.
if (getdspace(idadir (NULL)) < 100%1024%1024)
msg (“You need at least 100 MB free to run this.”);

idaman bool ida export
str2ea(const char *p, ea t *ea, ea t screenFA)

R R okp i W R AT B I Ml *ea, AEIDIIR [Pl true. 1% pR%L
€ X AFkernwin. hpp.
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71 #include <kernwin.hpp>
// Just some random address
char *addr s = “010100F0”;
ea t addr;
// If 010100F0 is in the binary, print the address
if (str2ea(addr s, &addr, 0))
msg (“Address: %a\n”, addr);
EX idaman char *ida export
ea2str(ea_t ea, char *buf, int bufsize)
P Heffthtibea, AFFTH, IFORAERIRbUL, PRIEKEE Abufsizes,
PR RN, segmentname:address, FrLL, L5,
7. text BE P4t NE0100102A, 2. text. 01001024, HpR%L
E X AEkernwin. hppo
T~ #include <kernwin. hpp>
ea t addr = get screen ea();
char addr s[MAXSTR];
// Convert addr into addr s
ea2str (addr, addr s, sizeof(addr s)-1);
msg ("Address: %s\n”, addr s);
E X idaman ssize t ida export
get nice colored name(ea t ea, char *buf, size t bufsize,
int flags=0);
X el caltiks AL LR, (RAERI%buf, FREKE Hbufsize. W1H
B3R AGNCN_NOCOLOR,  JIS 4 JC i (8 () AR R 2 4 0, 3% 7 44 B
o W eadt A AR, WIS IRIFILL—Fh a3zt ” #=Crh
Bk, Hstart+56E0# . txet:01002010, % ¥E X fEname. hpp.
71 #include <kernwin. hpp> // For get screen ea() definition

#include <name. hpp>
char buf[MAXSTR];
// Get the nicely formatted name/address of the
// current cursor position. No colour codes will
// be included.
get nice colored name(get screen ea(),
buf,
sizeof (buf) -1,
GNCN_NOCOLOR) ;
msg ("Name at cursor position: %s\n”, buf);
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6.1 ¥ ZFsprintf, strepy, FlsscanfHJ1EH

FEH U BB, TR AR R SR “low hanging fruit” (FH
PRI RS, SERECAEA S ST bR o el iR 25 gox H R 2L
Wi, sprintf, strepyMisscant (a] LLEATIS IS ZIEFE) K5E UL -
HoE, B RIXLHEI 4R Uk, REH DA X% 5| ke, -
e REHIAAS T, G4 R e SR AL

//
// unsafefunc. cpp
//
#include <ida. hpp>
#tinclude <idp. hpp>
#tinclude <loader. hpp>
#tinclude <lines. hpp>
#include <name. hpp>
int IDAP_init (void)
{
if(inf. filetype != f ELF && inf.filetype != f PE) {
error ("Executable format must be PE or ELF, sorry.”):
return PLUGIN SKIP;
}
return PLUGIN KEEP;
}
void IDAP term(void)
{
return;
}
void IDAP run(int arg)
{
// The functions we re interested in.
char *funcs[] = { “sprintf”, ”“strcpy”, “sscanf”, 0 };
// Loop through all segments
for (int i = 0; i < get segm qty(); i++) {
segment t *seg = getnseg(i);
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// We are only interested in the pseudo segment created by
// IDA, which is of type SEG XTRN. This segment holds all
// function ’extern’ definitions.
if (seg—>type == SEG_XTRN) {
// Loop through each of the functions we’ re interested in.
for (int i = 0; funcs[i] != 0; i++) |
// Get the address of the function by its name
ea t loc = get name ea(seg—>startEA, funcs[i]);
// If the function was found, loop through it’s
// referrers.
if (loc != BADADDR) f{
msg ("Finding callers to %s (%a)\n”, funcs[i], loc);
xrefblk t xb;
// Loop through all the TO xrefs to our function.
for (bool ok = xb. first to(loc, XREF DATA);
ok;
ok = xb.next to()) f{
// Get the instruction (as text) at that address.
char instr[MAXSTR];
char instr clean[MAXSTR];
generate disasm line(xb. from, instr, sizeof(instr)-1);
// Remove the colour coding and format characters
tag remove (instr, instr clean, sizeof (instr clean)-1);
msg (“Caller to %s: %a [%s]\n”,
funcs[il,
xb. from,
instr clean);

}
}
}
}

}

return;
}
char IDAP comment[] = “Insecure Function Finder”;
char IDAP help[] = ”Searches for all instances”
” of strepy(), sprintf() and sscanf().\n”;

char IDAP name[] = ”Insecure Function Finder”;
char IDAP hotkey[] = 7"Alt-1";
plugin t PLUGIN =
{
IDP INTERFACE VERSION,
0,
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IDAP init,
IDAP term,
IDAP run,
IDAP comment,
IDAP help,
IDAP name,
IDAP hotkey

6.2 ik = BMOVSIE S HIE %

é#&ﬁ%T Sl pR A ARRS RS, i W strepy 2 28, AR T A7 S b A
PRACKUE, 0T ey 2Rt P AR B, IR EUN — 2806 ] T movs ik
(mmhmwd ) TR PR AL XA E S I T AT B JF AR 4528

movs$g2 .

//
// movsfinder. cpp
//
#include <ida. hpp>
#include <idp. hpp>
#tinclude <loader. hpp>
#tinclude <allins. hpp>
int IDAP_init (void)
{
// Only support x86 architecture
if (strnemp (inf. procName, “metapc”, 8) != 0) {
error ("Only x86 binary type supported, sorry.”);
return PLUGIN SKIP;
}
return PLUGIN KEEP;
}
void IDAP term(void)
{
return;
}
void IDAP run(int arg)
{
// Instructions we’ re interested in. NN movs covers movsd,
// movsw, etc.
int movinstrs[] = { NN movsx, NN movsd, NN movs, 0 };
// Loop through all segments
for (int s = 0; s < get segm qty(); s++) {
segment t *seg = getnseg(s);
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// We are only interested in segments containing code.
if (seg—>type == SEG_CODE) {

// Loop through each function
for (int x = 0; x < get func qty(); x++) {
func t *f = getn func (x);
char funcName [MAXSTR];
// Get the function name
get func name (f->startEA, funcName, sizeof (funcName)-1);

// Loop through the instructions in each function

for (ea t addr = f->startFA; addr < f->endEA; addr++) {
// Get the flags for this address
flags t flags = getFlags(addr);

// Only look at the address if it’s a head byte, i.e.
// the start of an instruction and is code.
if (isHead(flags) && isCode(flags)) {

char mnem[MAXSTR];

// Fill the cmd structure with the disassembly of
// the current address and get the mnemonic text.
ua_mnem(addr, mnem, sizeof (mnem)-1);

// Check the mnemonic of the address against all
// mnemonics we re interested in.
for (int i = 0; movinstrs[i] != 0; i++) {
if (cmd. itype == movinstrs[i])
msg ("%s: found %s at %a!\n”, funcName, mnem, addr);

return;

}

char IDAP comment[] = “MOVSx Instruction Finder”;

char IDAP helpl] =
”Searches for all MOVS-like instructions. \n”
"\
"This will display a list of all functions along with\n”
“the movs instruction used within.”;

char IDAP name[] = “MOVSx Instruction Finder”;
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char IDAP hotkey[] = "Alt-M";
plugin_t PLUGIN =

{

IDP _INTERFACE VERSION,
0,

IDAP init,

IDAP term,

IDAP run,

IDAP comment,

IDAP help,

IDAP name,

IDAP hotkey

6.3 BEahinEah7SEEIEES IDASEREE

R P LENTNZhEE, RIDITENRE AN EIR (GhESEERE) |

A MmEEA I LI LoadLibrary. EIX4EM5 50N, ikIDA A SN Lesh 55 1%
PERITDBA+ 0 M 1o IXARIEAF AR B ISCrE R, RS AU AT
TR PR, EaBBOX e “HERISCIF M E, e As)

=

AP PE N A, 5 N E0IDB.

1
/' loadlib.cpp
1
#include <ida.hpp>
#include <idp.hpp>
#include <loader.hpp>
#include <strlist.npp>
/l Maximum number of library files to load into the IDB
#define MAXLIBS 5
int IDAP_init(void)
{
if (inf filetype !=f_PE) {
error("Only PE executable file format supported.\n");
return PLUGIN_SKIP;

}
return PLUGIN_KEEP;

}
void IDAP_term(void)

{

return;

}
void IDAP_run(int arg)

{
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char loadLibs[MAXLIBS][MAXSTRY];
int libno =0, i;
// Loop through all strings to find any string that contains
/1 .dll. This will eventuall be our list of DLLs to load.
for (i=0; i <get_strlist_gty(); i++) {
char string[MAXSTR];
string_info_t si;
/I Get the string item
get_strlist_item(i, &si);
if (si.length < sizeof(string)) {
I/ Retrieve the string from the binary
get_many_bytes(si.ea, string, si.length);
/I We're only interested in C strings.
if (si.type ==0) {
/I .. and if the string contains .dll
if (stristr(string, ".dll'") && libno < MAXLIBS) {
// Add the string to the list of DLLs to load later on.
strncpy(loadLibs[libno++], string, MAXSTR-1);

}
¥
¥
¥

/I Now go through the list of libraries found and load them.
msg("Loading the first %d libraries found...\n", MAXLIBS);
for (i=0; i < MAXLIBS; i++) {
msg("Lib: %s\n", loadLibs[i]);
/I Ask the user for the full path to the DLL (the executable will
I/l only have the file name).
char *file = askfile_cv(0, loadLibs[i], "File path..\n", NULL);
/l Load the DLL using the pe loader module.
if (load_loader_module(NULL, "pe", file, 0)) {
msg("'Successfully loaded %s\n", loadL.ibs][i]);
Yelse {
msg("Failed to load %s\n", loadLibs[i]);
}
}

}
char IDAP_comment[] = "DLL Auto-Loader";

char IDAP_help[] = "Loads the first 5 DLLs"
" mentioned in a binary file\n";

char IDAP_name[] = "DLL Auto-Loader";
char IDAP_hotkey[] = "Alt-D";

plugin_t PLUGIN =

{
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IDP_INTERFACE_VERSION,
0

IDAP_init,

IDAP_term,

IDAP_run,

IDAP_comment,

IDAP_help,

IDAP_name,

IDAP_hotkey

6.4 HTmRERS, IEFRF

XA HImA RG] DORE 25 A B IR i 15 5 DR A7 2 —A 30, & mT Lk,
MESCAE AT F bk, AR N B BT o O AR 20 38, S SC
PRESRIE AR, SR AT IS B SUE Iplugins. cfg3CPF, XAEHT
LM — Ml 5E 2 DN Ih e (BCEARAE ), 7- Bl b

//

// bulkbpt. cpp

//

#include <ida. hpp>

#tinclude <idp. hpp>

#tinclude <loader. hpp>

#tinclude <diskio. hpp>

#tinclude <dbg. hpp>

// Maximum number of breakpoints that can be set

#define MAX BPT 100

// Insert the following two lines into your plugins.cfg file
// Replace pluginname with the filename of your plugin minus
// the extension

//
// Write Breakpoints pluginname Alt-D 0
// Read Breakpoints pluginname Alt-E 1
//

void read breakpoints() {
char ¢, eal9];
int x =0, b =0;
ea t ea list[MAX BPT];
// Ask the user for the file containing the breakpoints
char *file = askfile c¢v(0, 77, ”“Breakpoint list file...”, NULL);
// Open the file in read-only mode
FILE *fp = fopenRT (file);
if (fp == NULL) {
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warning ("Unable to open breakpoint list file, %s\n”, file);
return;
}
// Grab 8-byte chunks from the file
while ((c = gfgetc(fp)) != EOF && b < MAX BPT) {
if (isalnum(c)) A
ealx+t+] = c;

if (x ==18) {
// NULL terminate the string
ealx] = 0;
x = 0;

// Convert the 8 character string to an address
str2ea(ea, &ea list[b], 0);

msg (“"Adding breakpoint at %a\n”, ea list[b]);
// Add the breakpoint as a software breakpoint
add bpt(ea list[b], 0, BPT SOFT);

b++:

}

// Close the file handle
qfclose(fp) ;

}

void write breakpoints() {
char ¢, eal9];
int x =0, b =0;
ea t ea list[MAX BPT];

// Ask the user for the file to save the breakpoints to
char *file = askstr(0, ””, ”“Breakpoint list file...”, NULL);

// Open the file in write-only mode
FILE *fp = ecreateT(file);

for (int i = 0; i < get bpt qty(); i++) {
bpt t bpt;
char buf[MAXSTR];
getn bpt (i, &bpt);

gsnprintf (buf, sizeof (buf)-1, “%08a\n”, bpt.ea);

ewrite (fp, buf, strlen(buf));
}
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// Close the file handle
eclose (fp) ;
}
void IDAP run(int arg)
{
// Depending on the argument supplied,
// read the breakpoint list from a file and
// apply it, or write the current breakpoints
// to a file.
switch (arg) {
case 0:
write breakpoints();
break;
case 1:
default:
read breakpoints() ;
break;

}
}
int IDAP init (void)
{
return PLUGIN KEEP;
}

void IDAP term(void)
{
return;
}
// These are irrelevant because they will be overridden by
// plugins. cfg.
char IDAP comment[] = “Bulk Breakpoint Setter and Recorder”;
char IDAP helpl] =

"Sets breakpoints at a list of addresses in a text file”

” or saves the current breakpoints to file.\n”

“The read list must have one address per line.\n”;
char IDAP name[] = ”“Bulk Breakpoint Setter and Recorder”;
char IDAP hotkey[] = “Alt-B”;
plugin t PLUGIN =
{

IDP_INTERFACE VERSION,
0,

IDAP init,

IDAP term,
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IDAP run,
IDAP comment,
IDAP help,
IDAP name,
IDAP hotkey

6.5 AERIRER (F73E—)

XHELE BT LTS e Yo Y, FTITHe 2R EE . JRFE2, FafT3IT
WaHhl, FTHIS A IREE, iafT RS b, &G ePiis . T MER T
R, FHRODIREE .

//
// snaptrace. cpp
//
#include <ida. hpp>
#tinclude <idp. hpp>
#tinclude <loader. hpp>
#tinclude <dbg. hpp>
int IDAP_init (void)
{

return PLUGIN KEEP;
}
void IDAP term(void)
{

return;

}
void IDAP run(int arg)
{
// Set the default start address to the user cursur position
ea t eaddr, saddr = get screen ea();
// Allow the user to specify a start address
askaddr (&saddr, “Address to start tracing at”);
// Set the end address to the end of the current function
func t *func = get func (saddr) ;
eaddr = func—>endEA;
// Allow the user to specify an end address
askaddr (&eaddr, “Address to end tracing at”);
// Queue the following
// Run to the start address
request run to(saddr);
// Then enable tracing
request enable insn trace();
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// Run to the end address, tracing all stops in between
request run to(eaddr) ;
// Turn off tracing once we’ve hit the end address
request disable insn trace();
// Stop the process once we have what we want
request exit process();
// Run the above queued requests run requests();
}
// These are actually pointless because we’ 11 be overriding them
// in plugins. cfg
char IDAP comment[] = ”“Snap Tracer”;
char IDAP help[] = “Allow tracing only between user ”
"specified addresses\n”;
char IDAP name[] = ”Snap Tracer”;
char IDAP hotkey[] = 7"Alt-T";
plugin t PLUGIN =
{
IDP_INTERFACE VERSION,
0,
IDAP init,
IDAP term,
IDAP run,
IDAP_comment,
IDAP help,
IDAP name,
IDAP hotkey

6.6 AIERIRER (HFEZ)
A B PR, XA AR T — NSl A AL B e A, SR AL B R R
i (BAT T 54850 XA EHE R, ] DR EEIPZ A6 T H T5E XIHE
B, e RE, Bt oRESP. IRBHS, ] LURIX IS ek Bk 58 i 2 A1
Fifl, LB R AR AR BN AR I A
//
// snaptrace2. cpp
//
#include <ida. hpp>
#tinclude <idp. hpp>
#tinclude <loader. hpp>
#tinclude <dbg. hpp>
ea t start ea = 0;
ea t end ea = 0;
// Handler for HT DBG events
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int idaapi trace handler (void *udata, int dbg event id, va list va)
{
regval t esp, eip;
// Get ESP register value
get reg val (“esp”, &esp);
// Get EIP register value
get reg val (“eip”, &eip);
// We’ 11 also receive debug events unrelated to tracing,
// make sure those are filtered out
if (dbg event id == dbg trace) {
// Make sure EIP is between the user—specified range
if (eip.ival > start ea && eip.ival < end ea)
msg ("ESP = %a\n”, esp.ival);
}
return 0;
}
int IDAP_init (void)
{
// Receive debug event notifications
hook to notification point (HT DBG, trace handler, NULL);
return PLUGIN KEEP;
}
void IDAP term(void)
{
// Unhook from the notification point on exit
unhook from notification point (HT DBG, trace handler, NULL);
return;
}
void IDAP run(int arg) {
// Ask the user for a start and end address
askaddr (&start ea, ”“Start Address:”);
askaddr (&end ea, “End Address:”);

// Queue the following

// Run to the binary entry point

request run to(inf. startIP);

// Enable step tracing

request enable step trace();

// Run queued requests

run requests () ;
}
// These are actually pointless because we’ 11 be overriding them
// in plugins. cfg
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char IDAP comment[] = “Snap Tracer 27;
char IDAP help[] = “Allow tracing only between user ”
"specified addresses\n”;
char IDAP name[] = ”Snap Tracer 27;
char IDAP hotkey[] = "Alt-1";
plugin t PLUGIN =
{
IDP_INTERFACE VERSION,
0,
IDAP init,
IDAP term,
IDAP run,
IDAP comment,
IDAP help,
IDAP name,
IDAP hotkey

6.7 ZHEHRDHE N&RENG

& BIIDAH IS —RE GRS #5 DUATREG (K T RE, X O 4 PR S Bl es DUATRS
WG ThRE, IXLetAE ] DALE RN — A5 BRI B —3E A, Mo S — ANy
Bge . WK A2 Ihhesdlt, QR 2R UL, 50—k, A4
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//

// copypaste. cpp

//

#include <ida. hpp>

#tinclude <idp. hpp>

#tinclude <loader. hpp>

tdefine MAX COPYPASTE 1024

// This will hold our copied buffer for pasting

char data[MAX COPYPASTE];

// Bytes copied into the above buffer

ssize t filled = 0;

// Insert the following two lines into your plugins.cfg file
// Replace pluginname with the filename of your plugin minus
// the extension.

//

// Copy Buffer pluginname Alt-C 0

// Paste Buffer pluginname Alt-V 1

//
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int IDAP_init (void)
{
return PLUGIN KEEP;
}
void IDAP term(void)
{
return;
}
void copy buffer() {
ea t saddr, eaddr;
ssize t size;
// Get the boundaries of the user selection
if (read selection(&saddr, &eaddr)) {
// Work out the size, make sure it doesn’t exceed the buffer
// we have allocated.
size = eaddr — saddr;
if (size > MAX_COPYPASTE) ({
warning ("You can only copy a max of %d bytes\n”, MAX COPYPASTE) ;
return;
}
// Get the bytes from the file, store it in our buffer
if (get many bytes(saddr, data, size)) f{
filled = size;
msg ("Successfully copied %d bytes from %a into memory. \n”,
size,
saddr) ;
} else {
filled = 0;
}
} else {
warning ("No bytes selected!\n”);
return;

}
}
void paste buffer() f{
// Get the cursor position. This is where we will paste to
ea t curpos = get screen ea();
// Make sure the buffer has been filled with a Copy operation first.
if (filled) {
// Patch the binary (paste)
patch many bytes(curpos, data, filled);
msg ("Patched %d bytes at %a.\n”, filled, curpos);
} else {
warning ("No data to paste!\n”);
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return;

}
}
void IDAP run(int arg) {
// Based on the argument supplied in plugins. cfg,
// we can use the one plug-in for both the copy
// and paste operations.
switch(arg) {
case 0:
copy buffer () ;
break;
case 1:
paste buffer();
break;
default:
warning ("Invalid usage!\n”);
return;

}
}
// These are actually pointless because we 11 be overriding them
// in plugins. cfg
char IDAP comment[] = “Binary Copy and Paster”;
char IDAP help[] = “Allows the user to copy and paste binary\n”;
char IDAP name[] = “"Binary Copy and Paster”;char IDAP hotkey[] = "Alt-1";
plugin t PLUGIN =
{

IDP_INTERFACE VERSION,

0,

IDAP init,

IDAP term,

IDAP run,

IDAP comment,

IDAP help,

IDAP name,

IDAP hotkey
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